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Overview

Security is shifting and converging in the cloud. You may hear different names for this trend such as secure
internet gateway (SIG), edge security, Secure Access Service Edge (SASE), and more. It can get confusing.

Regardless of what you call it, it denotes: multiple security functions integrated in one cl oud service; flexibility to
deploy security services how and where you choose; ability to secure direct-to-internet access, cl oud app
usage and roaming users; plus, no appliances to deploy.

Cisco Umbrella is a cloud-delivered security service that brings together essential function s that you can adopt
incrementally, at your pace. Umbrella unifies secure web gateway, DNS security, cloud-delivered firewall, cloud
access security broker functionality, and threat intelligence. Deep inspection and control ensu res compliance
with acceptable-use web policies and protects against internet threats. Accelerated threat detection/r esponse
and centralized management makes it ideal for decentralized networks.
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Figure 1. Cisco Umbrella SIG Overview
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Solution Overview

Umbrella offers a broad set of security functions that until now required separate firew all, web gateway, threat

intelligence, and cloud access security broker (CASB) solutions. By enabling all of this from a single, cloud-
delivered service and dashboard, Umbrella significantly reduces the time, money, and resource s previously
required for deployment, configuration, and integration tasks. It can be integrated with your SD- WAN
implementation to provide a unique combination of performance, security, and flexibility that delights both your

end users and security team.

Packet flow through Umbrella SIG

- Internet/
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Figure 2. Policy flow-enforcement that works together
The following components are integrated seamlessly in a single, cloud-delivered service:

Umbrella DNS is resolved first. It is the first check for malicious or unwanted domains and is based on
the defined DNS policies. This reduces the quantity of traffic that is sent to the CDFW and SWG,
improving responsiveness and performance

All traffic that has made it through DNS checks will be inspected by the CDFW. The firewall provi des
visibility and control for outbound internet traffic across all ports and protocols (L3/L4) as wel las L7

The SWG will inspect any traffic that is destined for 80/443 after it has been permitted b y the CDFW to
provide a deeper security inspection. It will also apply application, visibility a nd control policies
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DNS-Layer Security
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Figure 3. Umbrella DNS Security Capabilities

This is the first line of defense against threats because DNS resolution is the first st ep in internet access.
Enforcing security at the DNS and IP layers, Umbrella blocks requests to malicious and unwanted destinations
before a connection is even established - stopping threats over any port or protocol before they reach your
network or endpoints. As a cloud-delivered service, it:

Provides the visibility needed to protect internet access across all network devices, office locations, a nd
roaming users

Logs and categorizes DNS activity by type of security threat or web content and the action taken 3
whether it was blocked or allowed

Retains logs of all activity for 30 days (export for longer retention), ready to recall for deeper
investigation

Can be implemented quickly to cover thousands of locations and users in minutes, to provide i mmediate
return on investment

This level of protection is enough for some locations and users, yet others need additional visi bility and control
to meet compliance regulations and further reduce risk.
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Secure Web Gateway (SWG)
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Figure 4. Umbrella Secure Web Gateway Capabilities
Umbrella includes a full cloud-based secure web gateway (proxy) that can log and insp ect all of your web
traffic for greater transparency, control, and protection. The SWG functionality includes:

The ability to efficiently scan all downloaded files for malware and other threats using the Cisc o]
Advanced Malware Protection (AMP) SHA hash lookups and additional anti-virus engines

Full or selective SSL decryption to further protect your organization from hidden attacks and ti me-
consuming infections

Granular app controls to block specific user activities in select apps (e.g. file uploads to Dropb 0X,
attachments to GMail, post/shares on Facebook)

File type blocking (e.g. block download of .exe files)

Detailed reporting with full URL addresses, network identity, allow or block actions, plus th e external IP
address

Content filtering by category or specific URLSs to block destinations that violate policies or compliance
regulations

Sandboxing of files using an integrated cloud delivered Threat Grid. When a file disposition is unknown

by AV or AMP lookup the file is sent to the sandbox for deeper inspection

Connectivity using IPSec tunnels, PAC files, AnyConnect or proxy chaining can be used to forward traffi cto
Umbrella for full visibility, URL and application level controls, and advanced threa  t protection.
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Cloud-Delivered Firewall (CDFW)
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Figure 5. Umbrella CDFW capabilities
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To forward traffic, you simply configure an IPsec tunnel from any network device. Management is handl ed

through the Umbrella dashboard, and as new tunnels are created, security policies can automaticall y be applied

IRU HDV\ VHWXS DQG FRQVLVWHQW HQIRUFHPHQW WKUR X-dl&liRexed/fireRadlU HQYLUR
provides:

Visibility and control for internet traffic across all ports and protocols
Scheduled policy rules

Customizable IP, port, and protocol policies in the Umbrella dashboard
Layer 7 (application layer) inspection and filtering, using the NBAR2 engine

Automated reporting logs, including policy hit count
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Cloud access security broker (CASB)
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Figure 6. CASB types and capabilties

Umbrella Cloud Access Security Capabilites include the App Discovery report which helps exp ose shadow IT by
detecting and reporting on the cloud applications in use across your environment. It automatical ly generates
reports on the vendor, category, application name, and volume of activity for each discovered app. The detail ed

reports include risk information such as web reputation score, financial viabilit y, and relevant compliance
certifications. App Discovery provides:

Extended visibility into cloud apps in use
App details and risk information
Ability to block/allow specific apps

Tenant Controls enable you to restrict the instance(s) of Software as a Service (SaaS) application s that all users

or specific groups/individuals can access. For example, you are able to block access to all non-corporat e
instances of Microsoft Office O365, preventing users from re-sharing corporate data to their personal SaaS
instances.

Threat Intelligence

Data
\\
+ Umbrella DNS data — . .
200B requests per day Security researchers
’ Siscc:_ Tal?; faed dﬂl]ilgllfl licious _/ « Industry renown researchers
omains, s, an ° . Build models that can

autoratically classify and
Models
] .
» Dozens of models continuously ™,
analyze millions of live events

score domains and IPs
per second

» Automatically uncover malware,
ransomware, and other threats

Figure 7. Investigate Threat Intelligence Triage

Umbrella analyzes over 200 billion DNS requests daily. We ingest this massive am  ount of internet activity data

from our global network and continuously run statistical and machine learning models against i t. Our unique

view of the internet enablesustoun FRYHU PDOLFLRXV GRPDLQV ,3V DQG 85/V EHIRUH WK
Umbrella security researchers constantly analyze this information, and supplement it wi th intelligence from
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Cisco Talos to discover and block an extensive range of threats. This threat intelligence powers not only Ci sco
Umbrella, but also your ability to respond to incidents. Your analysts can leverage Um brella Investigate for rich
intelligence about domains, IPs, and malware across the internet, enabling them to:

Gain deeper visibility into threats with the most complete view of the internet

Better prioritize incident investigations

Speed incident investigations and response

BUHGLFW IXWXUH DWWDFN RULJLQV E\ SLQSRLQWLQYUMHYG PDSSLQJ RXW |

Easily integrate Investigate data other security orchestration tools

Architecture Overview
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Figure 8. Cisco Umbrella architecture

Umbrella is in alignment with the SAFE model that includes the domains for Management, Visibil ity,
Segmentation, Secure Services, Threat Defense, and Compliance. Internet edge is an essential segment in the
enterprise network, where the corporate network meets the public Internet. The SAFE Model identifies the
Internet edge as one of the Places in the Network (PIN). SAFE simplifies complexity across the enterpris e by
implementing a model that focuses on the areas that a company must secure. This model treats each area
holistically, focusing on today's threats and the capabilities needed to secure each domain against those
threats. Cisco has deployed, tested, and validated designs. These solutions provide gui dance and best
practices that ensure effective, secure remote access to resources.
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Figure 9. The key to SAFE organizes the complexity of holistic security into PINs and Sec urity Domains

The Internet edge is the highest-risk PIN because it is the primary ingress for public tra ffic and the primary
egress point to the Internet. Simultaneously, it is a critical resource that businesses n eed in today's Internet-
based economy. SAFE matches up defensive capabilities against the categories of threats toda y. SAFE
simplifies security by starting with business flows, then addressing their resp ective threats with corresponding
security capabilities, architectures, and designs. SAFE provides guidance that is holisti ¢ and understandable.
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Figure 10. Umbrella Design Guide location
More information about how Cisco SAFE simplifies security, along with this and other Cis co Validated Designs
(CVD), can be found here: www.cisco.com/go/safe
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Umbrella Business Flows

SAFE uses the concept of business flows to simplify the identification of threats. This enabl es the selection of

capabilities necessary to protect them. Traditionally, organisations routed internet tr affic from branch offices
back to a central locaton WR DSSO\ VHFXULW\ <HW LQ WRGD\:V EUDQFK RIILFHV ZLWK
centralized security approach has become impractical due to the high cost and performance issues of

backhauling traffic. Many remote offices find ways to go direct to the internet for convenience and performance

benefits.
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. .
Remote Worker Workflow Application

Figure 11. SIG Business flows
Attack Surfaces

Umbrella provides security capabilities for the attack surfaces associated with t he Internet PIN. For more details

on SAFE capabilities, see the SAFE Overview Guide .
0-&
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Figure 12. SIG Attack surfaces
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Figure 13. Required security capabilities for SIG Business Flows

Umbrella Integrations
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Figure 14. Umbrella Integrations
Umbrella, while providing multiple levels of defense against Internet-based threats, i s the center piece of a
larger architecture for Internet security. This section will explore the integrations that occur with other pr oducts

in the Cisco portfolio and the role each plays in securing the business flows.
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Cisco SD-WAN integration
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Figure 15. Cisco SD-WAN with Umbrella SIG
Backhauling Internet bound traffic from remote sites is expensive and adds latency. Many organization s are
upgrading their network infrastructure by adopting SD-WAN and enabling Direct Internet Access (DIA).

With the Umbrella and Cisco SD-WAN integration, you can simply and rapidly deploy Umb rella IPSec tunnels

across your network and gain powerful cloud-delivered security to protect against threats on the | nternet and

secure cloud access. This market-leading automation makes it easy to deploy and manage the s ecurity
HQYLURQPHQW RYHU WHQV KXQGUHGYV RU HYHQ WKRXVDQGV RU UHPRWH VLW
deployed with a single configuration in the Cisco SD-WAN vManage dashboard. When you need addit ional

security and more granular controls, our integrated approach can efficiently protect your branch users,

connected devices, and application usage at all DIA breakouts. Umbrella offers flexib ility to create security

policies based on the level of protection and visibility you need - all in the Umbrella dashb oard.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 14 of 120



Cisco SecureX Integration
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Figure 16. Cisco SecureX

The Cisco SecureX platform FRQQHFWV WKH EUHDGWK Rl &LVFR-V LQWHJUDWHG VHFXUL
party tools for a consistent, simplified experience to unify visibility, enable automat ion, and strengthen your
security. It aggregates data from a multitude of Cisco and partner products for impr oved intelligence and faster
response time. You can immediately visualize the threat and its organizational impa  ct and get an at-a-glance
verdict for the observables you are investigating through a visually intuitive relat ions graph. It enables you to
triage, prioritize, track, and respond to highfidelity alerts through the built-in Incident Ma nager. Then you can
take rapid response actions across multiplesecurity products: isolate hosts, block files and domains, and block
IPs 3 all from one convenient interface. SecureX empowers your security operations center (SOC) teams with a
single console for direct remediation, access to threat intelligence, and tools like casebook and inci dent
manager. It overcomes many challenges by making threat investigations faster, simpler, and more effective.

Cisco Advanced Malware Protection (AMP) and Threat Grid
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Figure 17. Cisco AMP with Threat Grid sandboxing

Umbrella's File Analysis features File Inspection and Threat Grid Malware Analysis - enabled through the DNS
and Web policy wizards - inspect files for malicious content. To Umbrella, a risky domain is one tha t might
potentially pose a threat because little or no information is known about it. It is a domain that i s neither trusted
or known to be malicious. Files can be encountered by Umbrella through an explicit download, such as when a
user clicks a link in an email, or through a behind-the-scenes 'drive-by' download scenari 0. Once inspected,
Umbrella allows "good" files through and blocks the downloading of malicious files. When a ma licious file is
detected, Umbrella's block page is returned.

At any time you can review Umbrella's inspection activities through the Security Activity and Activity Search
reports.

Umbrella uses an AMP SHA hash lookup to scan for malicious files. AMP is built on an extensi  ve collection of
real-time threat intelligence and dynamic malware analytics supplied by the Talos Security Intelligence and
Research Group, and Threat Grid intelligence feeds. The Cisco AMP engine does not do real-time sandboxing ,
instead, the Cisco AMP integration blocks files with a known bad reputation based on the checksum or hash of
the file. The AMP checksum database is comprised of lookup and data from all AMP customers a ndis a
dynamic global community resource shared between customers utilizing the technology. For more informati on
about AMP, see Advanced Malware Protection (AMP)
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Cisco DUO Integration
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Figure 18. Cisco DUO Integration
Umbrella is not an open proxy, and therefore must trust the source forwarding web traffic to it. Thi s can be
accomplished by assigning either a network or tunnel identity to a web policy . Policies created in this fashion
apply broadly to any web traffic originating from the network or tunnel. However, to create more g ranular

policies for users or groups, Security Assertion Markup Language (SAML) should be implem ented or
AnyConnect installed on the devices.

Identities obtained from SAML can be matched to users and groups which have have been provisioned by
manually importing a CSV file from Active Directory, or automatically by using A ctive Directory-based
provisioning with the Umbrella AD Connector.

Duo Access Gateway acts as an IdP, authenticating your users using existing on-premises or cloud -based
directory credentials and prompting for two-factor authentication before permitting access t 0 your service
provider application.

Design Introduction

Headquarters (HQ)

A HQ location is typically a complex network, with high-speed internet links and high availa bility requirements.
In Umbrella, each tunnel is limited to approximately 250mbps per direction. To achieve higher t hroughput, you
will need to establish multiple tunnels. To use multiple tunnels to the best advantage, some means of divi ding
traffic among tunnels is recommended. These include load sharing with ECMP (Equal-cost mult i-path routing)
or assigning traffic through policy-based routing. For basic information about ECMP, refer to REC 2991.
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Figure 19. HQ network diagram

As the HQ typically contains a larger number of users, SAML integration can be implemented in order t o create
more granular policies for specific AD users or groups (employees vs. contracter for example). AD users and
groups can be provisioned by automatically by using Active Directory-based provi sioning with the Umbrella AD

Connector. For large networks, having more granular control across specific user groups can be important.

Branch

The Branch is a smaller location with some local network resources that might include local servers and fewer
employees. The Branch will consist of:
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An on-premise device capable of connecting an IPsec tunnel to Umbrella

Policy settings that are unique and different from HQ or corporate security policies
A single branch identity

Optional: Cisco SD-WAN technology

Optional: SAML integration. This configuration will not be replicated in this document. For ad ding SAML
integration to the branch network, refer to the Headquarters Identity configuration.

SWG

. .
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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Figure 20. Branch network with Cisco SD-WAN

Roaming

The AnyConnect software is included with the Umbrella SIG Essential package. This includes DNS and SWG
protections. VPN functionality is licensed separately Roaming users are the employees tha  t work remotely from
home, on client sites, or use unsecured networks. The Cisco Umbrella Roaming Security module provides
always-on security on any network, anywhere, any time  3both on and off your corporate VPN. The Roaming
Security module consists of two services; Cisco AnyConnect Umbrella Roaming Security Agent a nd Cisco
AnyConnect SWG Agent. The Roaming Security Agent redirects traffic for enforcement at the DNS layer to

block malware, phishing, and command and control callbacks over any port. The SWG Agent redirects web

traffic to to Umbrella for security and visibility.

(®
DNS <;>SWG
( /_J L

e &
& e
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Figure 21. Roaming device using the AnyConnect Client

SIG Deployment

Software versions used in this guide

Cisco ISR 16.06.04

vManage 20.31

vSmart 20.31

vBond 20.3.1

vEdge 20.3.1

AnyConnect 4.9.00086

Duo Network Gateway 1.5.10

AD FS Service 10.0.0.0

Microsoft AD Windows Server 2016

Before You Start

Step 1. Plan your policies - Creating policies, ordering them, and then having them protect your
organization and systems exactly how you need them to takes planning and an understanding
Rl KRZ 8PEUHOOD:V SROLFLHVY ZRUN ,W LV UHFRPPHQGHG \RX UHDG W
beginning policy creation.

Step 2. Choose your identities 2 An identity can be a high-level entity within your system (e.g a
network) or very granular (e.g a single user). It is important to define how granular the identi ties
will be. Umbrella uses the following identities:

Network 2 may be a single public IP address, or a range of public IP addresses

Network Device 2 a physical piece of hardware that forwards DNS requests from client computers to
Cisco Umbrella

Roaming Computers 2 computers protected by either the Umbrella Roaming Client or the Umbrella
Roaming Security Module for AnyConnect

Mobile Devices 2 devices, such as a phone, traditionally with an Android or iOS operating system. The se
identies only allow DNS protection when roaming

Chrome Book 2 utilize the Cisco Umbrella Chrome Book Client to connect to Umbrella
Network Tunnel 2 associated with any traffic flowing over an IPSec tunnel to Umbrella
Web Users and Groups 2 associated with SAML user and group objects

Step 3.  Understanding policy behavior 2 Policies are evaluated toward an identity starting at the top of
the policy list and moving downward until a match is made. Thus, the first identity to mat cha
policy is the policy that is enforced.
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Step 4.  Start with the default policy 2 For both DNS and Web policies, the Default policy applies to
any identity that does not match any other policy. It is the policy of last resort. As such, it is
recommended that this becomes the most restrictive policy. Consider using the default policy
for the majority of users and devices.

Step 5.  Build additional policies as exceptions, from least specific to most specific 2 After
configuring Default, you might create additional policies for "$00 5RDPLQJ &RPSXWHUVu WK
layer another policy on top of that for a small number of roaming computers that have slightl y

different requirements.
Setting up the identities
Headquarters (HQ)

The first step of the deployment is to register a Network identity. A Network identity can be one or more publi c

IPs or an IP range. Registering a Network identity ensures that the specific IP space is correctly assi gned to

your organization in Umbrella. Depending on the network design, a HQ site may have more than one egres s IPs.

W LV UHFRPPHQGHG WR UHJLVWHU DOO \RXU QHWZRUNRNPHEMMDHM\ AR ¢ QR
point traffic to Umbrella.

For the HQ site in this deployment, we considered two separate network segments - Employee and Gu est
networks. When deploying SIG, you have several choices as to how you can send web traffic to Umbrella. W e
use the following options for the two network segments:

Employee network segment - We will use proxy auto-config (PAC) file setting in browser to redi rect the
browser trafic WR 8PEUHOOD:V 6:* 3%$& ILOH VHWWLQJY DUH SXVKHG WR HPSO
Management Console (GPMC).

Guest network segment- We will set up IPSec tunnel from the internet gateway router (ISR4k) to
Umbrella data centers.

For details on other available options for sending web traffic to Umbrella, refer to the Umbrella User Guide .

For more granular identity control, we will also implement SAML integration using Active Director y Federation
Services (ADFS) as an identity provider. Umbrella supports a range of identity providers, r efer to the Umbrella
documentation for more information on SAML integrations. An example configuration with Duo Access Gateway
as identity provider is provided in Appendix A of this document.

The pre-requisites to this setup are:
A valid Cisco Umbrella SIG Essentials subscription or a free SIG trial

Domain Controller with Active Directory and DNS service already set up and running at the the HQ
location

All the HQ employee devices are joined to the AD domain
Procedure 1. Register the HQ Network

Step 1. Navigate to Deployments > Core Identities > Networks and click Add. Provide a meaningful
Network Name and add the Public egress IP address for HQ site. Click ~ SAVE to register the
public IP address for the HQ site.
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Add a new network
Start by pointing your network's DNS 1o our senvers:

1Pvd:  208.67.220.220 and 208.67.222.222
IPv6:  2620:119:35::35 and 2620:119:53:53

Network Name
SafeHeadQuarter

@® IPvaonly O IPv6 only O Mixed IPvd & IPv6

IPv4 Address

0.0.0.0

() This network has & dynamic IP address.  Leam More »

sifierlne  Degtkamants i Core
0 i Networks @ e

@ Search with a network name of P address Achancod

MAME | SatoHeadGuartar X

Hame & 1P Address Dynmmic  Primary Policy Status

SafeHearQuater [ ] HG_DNS © Active

Pege: 1 s Resultzperpage: 10~ 1-10f1

Procedure 2. DNS forwarding to Umbrella

Step 1. From the Start menu on the Windows Server with DNS service, go to DNS Manager . Choose
the DNS server and then double click on the Forwarders option to launch properties window.
On the Forwarders tab, click Edit button to add the Umbrella resolver IP addresses.

The Umbrella IPv4 addresses are:

" 208.67.222.222

208.67.220.220

E Dashboard | v acton v i T A v : w
&= | | |
i Local Serves [om | nim Bz B dEa . _ i
1 1T ikl | Debug Logoing f Loggin nibersg Secarly
S Al Servers £ Ons Hame | Inarface Fenwardem Advanced Fioel Hinin
" Aics B i t_cz.:w_mmo“ S CllForwardLookup Zones || surverders e DIVS servers st thi server can useta esclve DS
i aDDs = tooh::!‘anu T Reverse Lookup Zones cueeiea for moords that His aerver cannol maclve
] | Trust Point:
& ADFS » ] Trust Points Bl e
B G P Tlconditional Forwardes
& pns F L] Roat Hints IF Addess Server FADN
BE File and Storage Senices b B Forwarders 200.67.220.220 rescherZ opendns.com
i 20857222222 reschver] spendra.zom
|
[ Uise roct hinta  na forwanders are avalabie Bk
Hhate: § coraiona forwarnders are defined for 3 given deman, they vl ba
umed insiead of serverdevel Forwaders._To creste or visw condtional
Forwardera, navigass ta the Conctional Forwarden rede in the acooe: s
e | [T e
I
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Step 2.  Navigate to Admin > API Keys on Umbrella dashboard and click on Add to generate token for
Umbrella Network Devices . Copy the token once it is generated.

Step 3.  Login to the Guest network gateway router (ISR4K- acts as DNS Forwarder for Guest network
segment). Follow the Umbrella documentation to add the Umbrella DNS Connector
configuration.
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Procedure 3 Set up SAML Integration with ADFS

Step 1. Log in to the domain controller and goto  Manage > Add roles and features  from Server
Manager Dashboard.

s Server Manager

- (@ | }' Manage Tools  View  Help
Add Roles and Features |
Remove Roles and Features
i# Dashboard
Add Servers
§ Local Server Create Senver Group
ii All Servers Server Manager Properties
5 aDcs 2 Add roles and features
§ ADDs
2% ADFS
& DNS | A N 4
E§ File and Storage Services b
o s
Hide
LEARN MORE

Step 2.  Follow the Add Roles and Features wizard. Select the Installation type as  Role-based or
Feature-based installation , then click Next.

Server Manager * Dashboard

| s Add Roles and Features Wizard

§ Local Server ) i E SEsTiuATION SERVER
o Select installation type <
W& All Servers

®
B ADCs Select the installation type. You can install roles and features on a running physical computer or virtual
fi'] AD DS machine, or on an offline virtual hard disk (VHD).
=% ADFS ® Role-based or feature-based installation
:% DNS Configure a single server by adding roles, role services, and features.

_' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
o s or session-based desktop deployment.

®§ File and Storage Services b

@IH.':.
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Step 3. On the Select destination server  page, click Select a server from the server pool and click
Next .

F Add Roles and Features Wizard
ashboard

§ Local Server - . ; DESTINATION SERVER
Select destination server <.
B& All Servers
ER® ADCs Before You Begin Select a server or a virtusl hard disk on which to install roles and festures,
i# ADD
3 Installation Type ®) Select a server from the server pool
o
&= DNS Server Pool
B File and Storage Services P
—m IS Filter:
Name IP Address Operating System

LUDFSV.bran.. 10.0.10.6 aci Wi rver 2016 Datacenter

1 Computer{s) found {
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offiine servers and
newly-sdded servers from which data collection is still incomplete are not shown,

1

Step 4. Onthe Select server roles page |, select Active Directory Federation Services and click Next
and then Install to begin installation.

5 Add Roles and Features Wizard - (m} X
Select server roles econ - et

Select one or more roles to install on the selected server,
Roles Description

I [m] Active Directory Certificate Services (3 of 6 installe ” Active Directory Federation Services
' Active Directory Domain Services (Installed) (AD FS) provides simplified, secured
Y2l Active Directory Federation Service identity federation af'd Web single
[] Active Directory Lightweight Directory Services sign-on (SSO) capabilities. AD FS
[] Active Directory Rights Management Services includes a Federation Service that
] Device Health Attestation enables browser-based Web SSO.
[C] DHCP Server

+/ DNS Server (Installed)

[C] Fax Server

[m] File and Storage Services (2 of 12 installed)

[] Host Guardian Service

[ Hyper-V

[[] MultiPoint Services

[C] Network Controller

[] Network Policy and Access Services

[C] Print and Document Services

[[] Remote Access

[T} Remote Desktop Services

[71 Volume Activation Services

Confirmation

< Previous I [ Next > Install
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Step 5.
Configure the federation service

Server Manac

The wizard displays the installation progress. Once the installation is compl

eted, click on

on this server to do the initial configuration for ADFS.

Dashboard

B Add Roles and Features Wizard

i Local Server
= " . int SERVER
B& Al Servers Installation progress ccon [
B® ADCS
‘ri.l AD DS _ View installation progress
2]
em DNS o Feature installation
W§ File and Storage Services
ie s Configuration requwred. Installabon succeeded on ‘;C-_'fi_n.:hs:tc.rct.
Active Directory Federation Services
Additional steps are requited to configure Active Directory Federation Senvices on this machine.
Configure the federation service on this server,
You camn close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings
< Previous | Mext = [ Close | Cancel
I BPA results BPAresults | | BPA results
Step 6. A new wizard with Welcome page will pop up, select Create the first federation server in a

federation server farm

Server Manager * Dashboard

and click Next.

fia Active Directory Federati

% Dashboard
# Local Server ’
Al Servers Welcome
AD CS
§ AD DS
AD FS ctto AD DS

DNS

File and Storage Services P
s

Services Configuration Wizard - O X

TARGET SERVER

EC2 anchsite.net

Welcome to the Active Directory Federation Services Configuration Wizard.
Before you begin configuration, you must have the following:

* An Active Directory domain administrator account.
* A publicly trusted certificate for SSL server authentication.

AD FS prerequisites

Select an option below:
® Create the first federation server in a federation server farm

| Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect
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Step 7. Onthe Connectto AD DS page, specify an account with domain administrator rights for the
Active Directory domain that the ADFS service will connect to and then click Next .

Server Manager * Dashboard

[ =
Dashboard B Active Directory Federation Services Configuration Wizard

B Local Server
2 = _ i i ET SERVER
B All Servers Connect to Active Directory Domain Services Eczﬂfmmm
8% ADCs
i A
- b.bs Specify an account with Active Directory domain administrator permissions to perform the
2% ADFS S federation service configuration.
& DNsS s tce Propesins _mrli:trator (Current user) | Change...
BE File and Storage Services b E =rvice Account
i s 5

| < Previous | | Mext > | Configure Cancel

Step 8.  On the Specify Service Properties  page, enter the following details before clicking  Next:

Browse to the location of the SSL certificate for ADFS service and import it (you will need to create one if
\RX KDYHQ -W DOUHDG\

Enter a Federation Service Name. This is the FQDN name that was used to create SSL certificate for
ADFS service. Make sure the domain name resolves correctly to the ADFS server IP

" Enter a friendly Federation Service Display Name

“““ > Dashboard

i Active Directory Federation Services Configuration Wizard

Dashboard

# Local Server

b < y L T SERVER
#i& All Servers Specify Service Properties gcﬂm._m-.

B} aDCs
i AD DS P ——
- S5L Certificate: -ite.net 2 [ Import. ]
=7 AD F5
View

& DNS
ii File and Storage Services b Federation Service MName: -ute.nzt
fio us Speciy Database Example: fe.contoso.com

Federation Service Display Mame: ::SSFeADFS

Users will see the display name at sign in.
Exampie: Contoso Corporation
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Step 9. On the Specify Service Account  page, select Use an existing domain user account or group
Managed Service Account and click Next.

» Dashboard

Dashboard [z Active Directory Federation Services Configuration Wizard — o x
i Local Server
- -_F . TARGET SERVER
s ANl Servers Specify Service Account - =
B® ADCs
(]
¥ AD D5 Speafy a domain user account or group Managed Service Account.
-,
=t ADFS Create a Group Managed Service Account
& DNS

. Account Name: _

% File and Storage Services B
o s Specify Database @) Use an existing domain user account or group Managed Service Account

Account Name: -Admi. - | Clear | | Select. ]
® e
.

Account Password: oﬂ»lu[

<Previous | [ Nest> | Configure Cancel
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Step 10. On the Specify Configuration Database  page, select Create a database on this server using
Windows Internal Database and click Next to Review options.

oy Active Directory Federation Services Configuration Wizard e 'm) »

Dashboard

i Local Server

= - - - GET SERVER
& All Servers Specify Configuration Database zﬂmmi.e.m
B2 ADCS

iF

W AD DS Specify a database to store the Active Directory Federation Service configuration data.

-,

=¢ ADFS ® Create a database on this server using Windows Internal Database.

[ ]

em DNS

= ) Specify the location of a SQL S database.

B File and Storage Services b pecily the location of a srvereaiahass

o s Database Host Mame:

tons

Pre-requisite Checks Database Instance;

Te use the defoult instance, leave this field blonk

| <Previous | [ Nemt> Configure | [ Cancel |

Step 11. Click Next On the Review options page.

Server Manager * Dashboard

i Active Directory Federation Services Configuration Wizard - ] x

Dashboard

i Local Server
TARGET SERVER

Hi All Servers Review Options e/ - it et
[

ADCS
i§ ADDS Review your selections:
29 ADES t 10 AD DS This server will be configured as the pamary server in a new AD FS farm -l:.nct"
2 DNS Specify Service Froperties AD FS5 configuration will be stored in Windows Internal Database.
8 File and Storage Services P f . Windows Internal Database feature will be installed on this server if it is not already installed.

[C
e 1S All existing configuration in the database will be deleted.

Federation service will be configured to run as -Adminis.uamr.

These settings can be exported to 3 Windows PowerShell script to automate
additional installations Wiew script

| <Previous | [ Next» Canfigure Cancel
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Step 12. On the Pre-requisite Checks page, verify that all prerequisite checks were successfully
completed and click Configure.

er * Dashboard

| B Active Directory Federation Services Configuration Wizard

Dashboard

i Local Server

— T SERVER
& Al Servers Pre-requisite Checks Eczﬂrhmmt

% aDCS

|’i"i AD DS | @ All prerequisite checks passed successfully. Click ‘Configure’ to begin installation. Show mare » |

=F ADFS 2 3 = . ; - s 5
Prerequisites must be validated before Active Directory Federation Senvices i configured on this

& DNS computer.

% File and Storage Services b Rerun prerequisites check

o us

@ View resulis

o Prerequisites Check Completed
o All prerequisite checks passed successfully, Click "Configure’ to begin installation.

< Previous Next > | configure | | cCancet |

Step 13. Once the ADFS service is configured successfully, click on  Close..

Dashboard s Active Directory Federation Services Configuration Wizard — m | x

§ Local Server
- R | TARGET SERVER
BE All Servers esuits EC2 site.net
B AaDCs
|'I'i AD DS | @ This server was successfully configured Show more ® |
.{? ADFS @ View detailed operation results
&5 DNS
§ File and Storage Services b
o us

Next steps required for completing your federation service deployment

Need to manitor AD FS service? Use Azure Active Directory Connect Health

< Previous Next > Close | Cancel
| |
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Step 14. Log in to the Umbrella dashboard and navigate to = Deployments > Configuration > SAML
Configuration and click Add. Select ADFS and click Next.

= u‘l\l for SAML Conﬁgura[IOﬂ L

i Tunnels Security Assertion Markup Language (SAML) authentication may be configured for Active Directory (AD) or Lightweight Directory Access Protocol (LDAP) integration, providing
individual user and group-based identities for policy . To. SAML configuration, access to an Identity Provider (IdP) will be required. For more information,

b U s please see our SAML guides. If you instead would like to configure SAML for i access to your you may configure this under the Admin
section.

Configuration

Damak

SAML Web Proxy Configuration

o Provider Method Configure Done

Select SAML Provider

Select an Identity Provider (idP) to configure SAML authentication.

@® ApFs

O Azure

O Duo Security
O Cka

O OpenaM
O PingiD

O Other

o m

Step 15. Download the Umbrella Metadata file. Select XML File Upload and click on Next.

Hoymien

SAML Gonﬂguratlon °

Security Assertion Markup Language (SAML) authentication may be configured for ncnua Directory (AD) or Lightwelght Directory Access Protocol (LDAP) integration, providing

Individual user and group-based for policy . To SAM access to an Identity Provider (IdP) will be required. For more Information,
please see our SAML guides. If you instead would like to configure SAML ion for ive access to your dashboard, you may configure this under the Admin
section.

Configuration

Domain Man

SAML Web Proxy Configuration

) Provider e Method = Configure Dane

Configure ADFS Metadata

Configure Umbrella to work with your SAML provider by selecting one of the following two aptions: uploading the XML Metadata file or filing out required fields for your SSO manually.
For more information on how to da this, please see our SAML setup guldes.

Select a method
@® XML File Upload

O Manual Configuration

Download the Umbrella Metadata file

The file will be required when configuring your IDP for Umbrella.

CANCEL PREVIOUS m
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Step 16.

Server Manager * Dashboard

Relying Party Trusts

Switch back to the ADFS server and launch the ADFS management console. In the ADFS
Management window, right-click
Welcome page on Add Relying Party Trust Wizard
and click on Start .

to add a relying party trust. On the
, leave the Claims aware option selected

9
Dashboard §a File Action View Window Help
i Local Server o= x5 HE
BN All Servers | ADF5 Qi Add Relying Party Trust Wizard x
&® ADCS Service
Access Control Policies
& ADDs § Relying Party Trusts Weicome
29 ADFS 7| Claims Provider Trusts | teps z
= =] Application Groups Welcome to the Add Relying Party Trust Wizard
== DNS @ Welcome
= Cl; claims in security tokens to make authentication and
W File and Storage Services @ Select Data Source : o) N ‘he' i . k‘ = Bb'ffwill?'?:ﬂ'aﬂd “ﬁfl\ﬁw 2
Integrated Authentication in internal network and can be publis| through Wel ication

e Is L %ﬁ;" Access Control Pr:)?y for extranet access. Learn more £

@ Readyto Add Trust @ Claims aware

@ Finish O Non claims aware

I
Step 17. In Select Data Source page, choose Import data about the relying party from a file . Browse

the Umbrella Metadata file downloaded in

W a0

Dashboard

Local Server

View Window Help

& File Action
= = | 2 2!

Step 15 and click Next.

All Servers
AD CS

AD Ds

AD FS
DNS

[ ADFS

» [ Service
| Access Control Policies
3 Relying Party Trusts
7| Claims Provider Trusts
~| Application Groups

Steps

@ Welcome

File and Storage Services

Fol
s i

@ Finish

@ Select Data Source
@ Choose Access Control

{1l Add Relying Party Trust Wizard

Select Data Source

Select an option that this wizard will use to obtain data about this relying party:

O Import data about the relying party published online or on a local networkc

Use this option ta import the r data and
its federation metadata online or on a local network.

Federation metadata address fhost name or URL).

@ Ready to Add Trust

Bmmple: fs contoso com or hitps://www contoso com/app

@) Import data about the relying party from a file

from a relying party organization that publishes

Use this option to import the necessary data and certificates from a relying party DW%?E:H that has

exported its federation metadata to a file. Ensure that this file is from a trusted source.
validate the source of the file

Federation metadata file location:

() Enter data about the relying party manually
Uss this option to manually input the necessary data about this relying party organization

< Previous Next >

T

wizard will not

1

Step 18. Add a meaningful Display name
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Local Server
All Servers
ADCs

AD Ds
ADFS

DNS

File and Storage Services

Ie us

| 9 AD FS

G File
==
] ADFS
[ Service
_ Access Control Policies
1 Relying Party Trusts
~| Claims Provider Trusts
| Application Groups

Action

View Window

Help

G Add Relying Party Trust Wizard

Specify Display Name

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Enter the display name and any optional notes for this relying party.

Display name:

|Gisco Umbrella

Notes:

Secure Intemet Gateway - SAML2.0 Auth|

< Previous

[hex> ][ cance

Step 19. Select Permit Everyone policy on the Choose Access Control Policy

Server Manager * Dashboard

Dashboard

Local Server

All Servers

ADCS

AD DS

ADFS

DNS

File and Storage Services

[N

Action
alll-ulll 7 Mloe
| ADFS
| Service
| Access Control Policies
3 Relying Party Trusts
| Claims Provider Trusts
_ Application Groups

View Window Help

page and click Next.

@ Add Relying Party Trust Wizard

Choose Access Control Policy

Steps
@ Welcome

@ Select Data Source

@ Specify
@ Choose Access Control
Policy

Display Name

@ Readyto Add Trust
@ Finish

Choose an access control policy:

Name

Pemit everyone

Pemit everyone and require MFA

Pemit everyone and require MFA for specific group

Permit everyone and require MFA from extranet access

Pemit everyone and require MFA from unauthenticated devices

Pemmit everyone for intranet access

Dammit enan#in amin

Pemmit everyone and require MFA, allow automatic device registr..

Description

Grant access to everyone.

Grant access to everyone and requir
Grant access to everyone and requir
Grant access to the intranet users ar
Grant access to everyone and requir
Grant access to everyone and requir
Grant access to the intranet users.

(Grart 3~race tn e ~f Ana Ar mans

Policy

Pemit everyone

[] | do not want to configure access control policies at this time. No user will be permitted access for this
application.

< Previous

Next > Cancel
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Step 20. On the Ready to Add Trust

Server Manager * Dashboard

page click Next.

S AC
Dashboard §p File Action View Window Help
Local Server | 25 o)
All Servers ] ADFS Qi Add Relying Party Trust Wizard
| Service
AD CS .
7 Access Control Policies | R@ady to Add Trust
AD DS 1 Relying Party Trusts st
AD ES S| Claims Provider Trusts e The relying party | ha:D b;gn configured F;:v:)w the following settings. and then click Next to add the
DNS | Application Groups @ Welcome relying party trust to the configuration ase
) . SR TN S P g oted Clsims  Organization Endpoirts Notes Advanc: ¢ | *
File and Storage Services @ Specify Display Name P o ariors For ia i o
s @ Choose Access Control :
Policy Display name.
@ Readyto Add Trust [Gsco Umbreta
@ Finish Relying party identifiers

saml gateway id swg .umbrella.com

Pmvonn ==

T

Step 21. The replying party trust is added at this point.
Transform Claim Rule wizard.

Server Manager * Dashboard

Click on  Close, this will automatically launch

Add

The relying party trust was successfully added

[ Cortigure claims issuance policy for this appiication

Dashboard g File Action View Window Help
i Local Server s @ BHE
All Servers T ADES ‘@ Add Relying Party Trust Wizard
| Service
ADCS - 2o
1 Access Control Policies Finish
AD DS 3 Relying Party Trusts Steps
AD FS ] Claims Provider Trusts
| Application Groups @ Welcome
DNS @ Select Data Source
File and Storage Services @ Specify Display Name
s @ Choose Access Control
Policy
@ Ready to Add Trust
@ Finish

© 2021 Cisco and/or its affiliates. All rights reserved.

Page 35 of 120



Step 22. In Choose Rule Type page on Add Transform Claim Rule wizard , select Send LDAP
Attributes as Claims  as the Claim rule template and click Next.

Q@ Al
Dashboard i File Action View Window Help
# Local Server 4= =p | 4 §2 Add Transform Claim Rule Wizard x
i' All Servers Al
- o D & Select Rule Template

#® ADCs > & Sery

1 Acc
i§l ADDs i Steps Select the template for the claim rule that you want to create from the following list. The description provides hbrella.com

SHNEN @ Chooss Ruls Type details about each claim rule template.

&% ADFS 1 Clai
® ons [] Apg @ Configure Claim Ruile Claim rule template:
- Send LDAP Attributes as Claims ~
WE File and Storage Services 2 -
- Claim rule template description:
® s

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muitiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

T e

I

Step 23. In Configure Claim Rule page, do the following and click Next:
Enter a meaningful Claim rule name

From the Attribute Store menu, choose Active Directory

" Map the LDAP attributes - User-Principal-Name to Outgoing Claim Type - Name ID

Server Manager * Dashboard
Q@ AD

G File Action View Window Help

152 Dashboard

§ Local Server | 2m B
s All Servers ADFS 1| § Add Transform Claim Rule Wizard X
#® ADCS » [ Service
P =] Access Control Policies || COMfigure Rule
Il ADDS i
. =) Relying party/Tsts Steps You can configure this nie to send the values of LDAP attrbutes as claims. Select an atirbute store from which
&% ADFS 1 Claims Provider Trusts Choose Rue T to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
- | Application Groups i Xhooss FLye: Iy from the rule.
em DNS @ Configure Claim Rule Chikewie name:
W§ File and Storage Services Umbrelia
o s
Rule template: Send LDAP Attributes as Claims
Agtribute store:
7Acﬂve Directory v

Mapping of LDAP attributes to outgoing claim types:

:gé\l:ore) o (Belect oe bpe. o ~ Outgoing Claim Type (Select or type to add more)

| User-Principal-Name ~ [Name 1D

3 v

el e

1

Step 24. Click on Apply to complete the configuration.
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Server Manager * Dashboard
@ oF

§p File Action View Window Help

# Local Server &= 7 HE
#5 All Servers ~ ADFS Edit Claim Issuance Policy for Cisco Umbrella X ;

Dashboard

E® ADCS » [ Service Issuance Transform Rules 5
= "] Access Control Policies Identifier
I§! ADDS " Relying Party Trusts The following transfomm rules specify the claims that will be sent to the relying party. saml gateway id swg umbrella com
= ADFS _ Claims Provider Trusts
| Application Groups Order Pule Name Issued Claims
2 DNS
=] 1 Umbrela Name |D
ii File and Storage Services
o IS

Add Rule.. | | Edi Rule... Remove Rule...

ok || Cancel
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Step 25. Download ADFS metadata file by visiting the following URL:
https://[<ADES-Server-Address>/FederationMetadata/2007-06/FederationMetadata.xm |

Step 26. Go back to Umbrella dashboard and continue the  SAML Web Proxy Configuration Wizard (We
switched to ADFS config after Step 15 above). Upload the FederationMetadata.xml file
downloaded in Step 25 above and click on Next.

| Canfiguration

© U SAML Configuration @

Security Assertion Markup Language (SAML) authentication may be configured for Active Directory (AD) or Lightweight Directory Access Protocol (LDAP) integration, providing
individual user and group-based identities for policy enforcement. To complete SAML configuration, access to an Identity Provider (IdP) will be required. For more information,
please see our SAML guides. If you instead would like to configure SAML for access to your you may this under the Admin
section,

SAML Web Proxy Configuration

=) Provider () Method € configure Done

Upload ADFS Metadata
Configure Umbrella to work with your SAML provider by uploading the XML Metadata file. For more information on how to do this, please see our SAML setup guides.

Uploaded File

B FederationMetadata.xmi | K] REPLACE

Step 27. Select the Re-Authenticate Users frequency 2 (Never, Daily, Weekly, or Monthly)  and click
SAVE.

© ik SAM[:C:&H'Figurationo

Security Assertion Markup Language (SAML) authentication may be configured for Active Directory (AD) or Lightwelght Directory Access Protocol (LDAP) intearation, providing

individual user and group-based Identities for policy To SAML ion, access to an Identity Provider (1dP) will be required. For more information,
please see our SAML guides. If you Instead would like to SAML for access to your you may canfigure this under the Admin
section,

SAML Web Proxy Configuration

() Provider () Method () Configure o Done

Configuration Options

Select how often Umbrella should re-authenticate users, or select Never for persistent authentication

Re-Authenticate Users

Dally v
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Step 28. At this point, ADFS SAML integration is fully complete. Clickon ~ TEST CONFIGURATIONto
validate the integration.

e Ul SamL Coﬁ?éurauono

Security Assertion Markup Language (SAML) authentication may be configured for Active Directory (AD) or Lightweight Directory Access Protocol (LDAP) integration, providing
ML

Individual user and group-based for policy To access to an Identity Provider (IdP) will be required. For mare information,
please see our SAML guldes. If you instead would like to configure SAML far access to your , you may configure this under the Admin
section,

SAML Web Proxy Configuration

SAML Provider
ADFS

Re-Authenticate users

Dally v

DELETE TEST CONFIGURATION

Step 29. Enter the AD credentials when prompted (employee email address and password) and click on
Sign in . A successful login confirms proper SAML integration with Umbrella.

afran .
SafeADFS asco GiSCO Umbrella
Sign n Wit your -1 SAML Configuration Test completed successfully.
admini@safeheadquarter.net
Trms | Privacy Poliey | Cortact
Sign In
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Procedure 4. Install AD connector to auto provision users and groups

Step 1. Logon to the Active Directory server and create a new user account on the AD domain. Set the
sAMAccountName to OpenDNS_Connector and select Password never expires . Make this
new user a member of AD group- Enterprise Read-only Domain Controllers

erver Manager * Dashboard

] Active Directory Users ar
Dashboard ; s
- Hile Action View Felp OpenDNS Properties ? x
B Local Server & 2m 40| XE
Hi Al Servers — W T Remote cortrol Remote Desidop Services Profile COM+
B - Adm D:rectoq_,errsand Com Mermber OF Digkn En S
¥ ADCS » B Sﬂvedniuenes 5 A Add Aot T i
& ADDs v & branchsite.net
. » (3] BranchEmployee User logon name:
=f ADFS 5 [ Builtin |OpenDNS_Connectar | | v
& DNS B8 Conmputess Userlogon ame (pre-Windows 2000):
i3 3 |&] Domain Controllers
WE File and Storage Services b > (2] ForeignSecurityPrincipal I 0 | [OpenDNNS_Connector
T » 31 HQEmployee
© s . 3
» || Managed Service Accoul 2000 Bovks: L 150 S
2] MobileWorkers
1 Users [ Unlock accourt
Accourt options:

[ User must change password at next logon A

[ User cannot change password

Password never expires

[ Store password using reversible encryption v

Account expires

(@) Never

(O End of: Sunday , November 1, 2020

< >
BPA results C . ; Help ults
[ 1

Step 2.  Switch back to Umbrella dashboard, navigate to  Deployments > Configuration > Sites and
Active Directory and click Download . Click DOWNLOAD for Windows Configuration script
for Domain Controller and Windows Service (Active Directory Connector)

Download Components

Inferested in kearning mare atout cur avallable downloads? Vish Umirella Docs.

Active Dirsciory Camponents

Windlows Corfgamation soral far Damain Contliar

Wintlowen Sanica |Active Dimctany Connecioe]

Virtud Applance Comporints

uk_ 1 s i  ussmasd i This A

W for WhIare ESXI

W for Hyper-W

Note: The connector service does not have to be installed on a domain controller. It can be installed on
any Windows server that is a member of the domain. For this deployment, we installed it on the HQ doma in
controller.
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Step 3.  Login to the domain controller and as an admin user, open an elevated command prompt. From

the command prompt, enter:

name of the configuration script you downloaded and copied in

cscript <filename> --forcenonva true where <filename>

is the

Step 4.  Extract the contents of the ZIP file (OpenDNS-Windows-Service.zip) you downloaded in

2. Navigate to the extracted folder to run  Setup.msi . Umbrella Connector setup wizard is

launched, click on Next to start the installation.

fﬁl Umbrella Connector Setup

CIsco
Umbre

Welcome to the Umbrella Connector
Setup Wizard

The Setup Wizard will install Umbrella Connector on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.
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Step 5. Select an install location and then click on  Next.

45! Umbrella Connector Setup — X

Destination Folder .|I|.|||.
Click Next to install to the default folder or dick Change to choose another. c | S c o

Install Umbrella Connector to:

IC:‘\Program Files (x86)\OpenDNSY

| Bak [ nNet | | Cancel

Step 6.  Enter the Username of the connector user created in  Step 1 (OpenDNS_Connector ) and the
Password . Click on Next.

#5) Umbrella Connector Setup — X
Active Directory Credentials afear]n
Please supply your credentials to access Active Directory for monitoring, c | S C o
Username:

IDpenDNS_Connector

Password:

|| s .|

This password will be verified with the Domain Controller when you didk "Next'.

Back | Cancel

Step 7. Click Next to continue the installation.
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45! Umbrella Connector Setup — X
OpenDNS_Connector Password Verification ' I L | -
CISCO
OpenDNS_Connector credentials validated successfully!
Click Next to continue your installation,
Do you want to save LDIF files locally for troubleshooting purposes?
(®) Yes
ONo
| Back I Mext | | Cancel
Step 8.  Click Install to begin the installation process.
ﬂ Umbrella Connector Setup — X
Ready to install Umbrella Connector ol I L I le
CISCO
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
Back | Install | | Cancel

Step 9.  Click Finish once the installation is done.
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j_@ Umbrella Connector Setup — X

atfran]ns
CISCO

Cisco
Umbrella

Completed the Umbrella Connector
Setup Wizard

Click the Finish button to exit the Setup Wizard.,

Back Cancel

Step 10. Return to the Umbrella dashboard and navigate to  Deployments > Configuration > Sites and

Active Directory . On the Sites and Active Directory page , we see the hostname of the domain

controller on which the script was run and the connector was installed.

CepiyEnt: | Sontguranon o)
LCeginyra o (4 ) o)

© Ui Sites and Active Directory e

‘Wiant to-set up Actlve Directory Integration or deploy Virual Appliances? Click Download above to get started.

5 FLTERS | | @ Saurch St ind Acie Dirsctsry

Nama ¥ ] St Tvpn seaun Viermion

- - GomenCorwtr @ ;s s s
Ecz— satelab,nat AD Canrecsor e Instafed: 9 days age 151
Pagai 1 - | Resuts ParPage: 10 v: 1T-2at2

Step 11. Navigate to Deployments > Core Identities > Web Users and Groups and click Users

Provisioning . Select AD Based Provisioning and click Save. The SAML Users and Groups
section appears with the provisioned objects. SAML User and SAML Group identities can be
applied to the Web policies now.

Note: SAML needs to be enabled in the Web policies for activating end user authentication. Refer to the
Web Policies section of this document below for more details on enabling SAML authentication.
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Users Provisioning

Select your User Provisioning Method:
@& AD Based Provisioning
Users and Groups will be automatically provisioned using the Active Directory
Connector. Ta configure your Active Directory Connector, read hare,
O Manual Import

Core identities

Procedure 5. Installing Umbrella root CA certificates

Step 1. In Umbrella, navigate to Deployments > Configuration > Root Certificate . Download the Cisco
Umbrella root certificate.

Note: You can also add your own CA certificate instead of the Umbrella root CA certificate. Refer to
Umbrella documentation _for detailed steps.

© @i’ Root Certificate o @

A root certificate authority (CA) certificate is required in any circumstance where Umbrella must proxy and decrypt HTTPS traffic intended for a websita. It Is required for Bock
Pages and HTTPS inspection so that the browser does not present an error page. You can either download and install Umbrella’s root GA certificate or add your own CA
certificate to Umbrella, Adding your own CA to Umbrella gives you the option of installing your own root CA certificate in a web browser instead of Umbrella’s. For more

see Manage Carti E

Cisco Root Certificate Authority ~

Download Umbrella's root GA certificate and then install It in all browsers

Ta verify Umbrefla’s root CA certificate, confirm that it's SHAT cerfificate matches
€5:08:1 AD: 39:E8:24

Step 2. Log in to the domain controller and goto  Group Policy Management Console. Select
organization level Group Policy Object and right click on it to select Edit option. The Group
Policy Management Editor is displayed.

Note: This method of Group Policy based CA certificate push to end users would only work for domain
users. For non-domain users and devices, a manual certificate installation might be req uired. Refer to the
Umbrella documentation _ for detailed information on various methods for CA certificate installation.
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IR Group Policy Managemant
iR File Action View Window Help
e 2w Xd Hm
jfﬁ“‘;l’r:;i Management |2 Group Policy Management Editar — o *
v o
v (34 Domains File Action  View Help
v @ = mE= Hm
=] ault Domain Policy = = -
5 &) BranchEmployee -] safeGROPolicy [EC2AMAZ-ILID |- safeGpoPpolic MAZ-1LID
S Bomain Controll v & Computer Configursticn — — —
> ain Lontroflers = polic Select an itern to view its deseripion.  Name
~ & HOQEmployee L e .
_'TH Safi » T Preferences % Computer Configuration
o B MobHEWovEem 7 « il User Configuration 1 User Configuration
» [ Group Policy Dbjects > [ Policies
» T W Filters » 3 Preferences
» () Starter GPOs
> [ Sites
st Group Policy Modeling
% Group Palicy Resutts
< > |\ Edended [ Standard /

Step 3.  In the configuration options on sidebar, navigate to ~ Computer Configuration > Policies >
Windows Settings > Security Settings > Public Key Policies , right-click on  Trusted Root
Certification Authorities , and select Import . Follow the certificate import wizard to import and
install the Umbrella root CA certificate in ~ Trusted Root Certification Authorities store.

B Grouip Palicy Managemint

@ File Action \View Window Help

e 2@ X6l@m

'jL :_imu'ﬂ Pakicy Management 12l Group Policy Management Editor = H X
“% f;"éﬁlnﬂ.;m Fle Acion View Hep
v & | A 4= KE = Hm
=) Fault Domain Policy o i Sccu_ltty Settings 0

w

[&1 BranchEmplayee

5 [ Domain Controllers
~ [2] HOEmployee

(44, SateGPOPolicy

» E Account Policies
» &l Local Policies

il Eventlog

& Restricted Groups

3
» [E] MobileWaorkers > Os :
3 5 Group Pelicy Objects » & Ss'st_Em Services
3 L5 WMI Filters > Ed Registry
5 3 Starter GPOs > & File System
> L Sites > o Wired mn-_mrkumng; Polici
¥ Group Policy Mudeling > L1 Windows Firewsll with Advancec
%, Group Policy Results % Metwork List Manager Policies

> E‘ ‘Wireless Network (IEEE 802.11) Pc
w [ Publc Key Policies
(] Encrypting File System
[Z1 Data Protection
] BitLecker Drive Encryption
| BitLocker Drive Encryption N
(71 Automatic Certificate Reques
| Trusted Root Centification Au
] Emterprise Trust
" Intermediate Cestification Au
(1 Trusted Publishers
(1 Untrusted Certificates
1 Trusted People o
< — h - > < >
Trusted Root Certfication Authorities store contains 1 certificate.

Procedure 6. Set up the PAC file redirection for Employee network

Step 1. Navigate to Deployments > Configuration > Domain Management and click on Add. Add the
FQDN for ADFS server (Identity Provider) under Domain and a Description for the domain. Use
the SAML identity provider FQDN used in  Procedure 3-Step 5
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Add New Bypass Domain or Server

‘Whan you agd & domaln, all of its subdomains will Inhari the satiing,
Hf “mxample.com’ is o the intemal domains list, ‘wesessmple.cam®
will alss be treated as an internal demain,

Domain Type

& Intornal Bomalrs ()} Extemal Bomalns & IPs

Domain

SAML identity provider

Applies To

|'..q1|3a-a [t peniemn |

Note: Umbrella copies internal domains configured in the Umbrella dashboard to the PAC file so that

these internal domains are not sent to the proxy. We need this step to exempt traffic destined to ADFS

server (SAML Identity provider) from being forwarded to the Umbrella SWG. This is required to avoid any
redirect loop during SAML authentication.

Step 2.  In Umbrella, navigate to Policies > Management > Web Policies . Expand Advanced Settings
under Default Web Policy and copy the PAC file URL .

Default Web Policy Web Policy Al dentities 4 Policy Settings  Aug 4, 2020 -
Policy Name
Default Web Palicy
Management 1 Applied to All Identities 0 Destination List Enforced

Enable

W) Security Setting Applied: Default Web Settings
) File Analysis Enabled

Edit Disabla Edit
Policy Ce
oy Compomsnte I Contant Setting Applied: Default Web Settings File Type Contral Disabled
Enable
Edit Disabie

I Custom Block Page Applied
W[ Tenant Controls Applied: Global Tenant Cantrols
Edit
Fdit  Disabla

P wm Default
No Application Settings Applied jon List
Enabla Ei
a Advanced Settings
Please read our quide for your 1o use a PAC file or praxy chaining, here
PAG file URL https://proxy.pred pac. swo.umbrelia.com/221 £ pec (2]

Nate: PAC file downloads and usage are limited to foed networks registered in Umbrella. PAC files are not 818
connection mechanisms.

roaming computers of other

@) Enable SAML @
Enables SAML authentication on the networks and tunnels configured in this policy

LOGGING

@ Log AllRequests
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Step 3.  Login to the Domain Controller

a GPO in this domain, and Link it here.

and go to Group Policy Management Console
the organizational OU for HQ employees from the panel on the left hand side and select

. Right click on
Create
A New GPO window appears. Enter a Name for the

new GPO policy and leave Source Starter GPO as (none). Click on OK to save new GPO policy.

& Group Pelicy Management

gk File Action View Window Help
|2 0XE | Bm
|5k Group Policy Management

i Default Domain Policy

HQEmployee
- ﬁkr:{: i nikad Group Palicy Objects  Group Palicy inhertance  Dedagation
i _fg;lmmm Thiz ligt does not include ary GPOs linked to skes. For mare detals, see Help.

» &1 BranchEmployee Frecedence GFD Location GPO Ststus VI Fiter
» 5] Domain Controllers & 1 Defaut Domain Poby  branchatenst  Enabled Nane
=1 HQEmployee
+ [ Group Palicy Objects
5 [ WM Filters
> L3 Starter GPOs bl 7
e i
il Group Policy Modeling Unbocis 516 Poi
% Group Policy Results [lnteta 16 Poic 1
Source Stater GPO:
| pene) v
=

Step 4. Right-click on the newly created GPO and select Edit. In the Group Policy Management Editor
window, navigate to User Configuration > Preferences > Control Panel Settings > Internet
Settings . Right-click on Internet Settings and select Internet Explorer 10. From the Connections
tab, click LAN settings. Enter the PAC file URL in the Address field. Click OK.

& File Action View Window Help
e 2@ XalHm
ég‘:::l::l T u J Group Policy Management Editor esnet Explorer 10 Properties .
v (3% Domains File Action View Help | = v
v 23 ¥ 3 1 s e Commn
s’ﬁ Defoutt Domain Policy o |25 FRIXEwdH| H e Seanty Privacy Content Connections
5 & BranchEmployee (2] Umbrella SIG Policy [EC2AMAZ-1LIDFV.BR
> 4. Domain Controllers v & Computer Configuration Local Area Network (LAN) Settings %
v & HQEmployee > . Policies
a7 Umbrella SIG Policy > 1 Preferences Automatic configuration z
S e T o
> L5 Starter GPOs v [ Preferences i [ Automatically detect settings
3 S > (] Windows Settings = Hon &
E Gd,:,p Policy Modeling v (34 Control Panel Settings s s Aomeitc oy Taion st
2 Group Policy Results @Dau Sources N Address: |:1wszllwoxy.wod.px.qu.whele.m
R Voo A iRl b e Ao
C'G'Folder()pnons ;'
& Intemet Settings Bl oo
gﬂ Local U“"‘T“’°‘°“P‘ Dm;mmfvmuﬂmxmmmmm
(&) Network Options dial-up or VPN connections).
Power Opti
gp:\:‘:n ptions Address: Port: Adverced...
’ Regional Options Bypass proxy server for local addresses
(@) Scheduled Tasks
JH, Start Menu 1] Concel
< > |\ Prefent
Last changed: 9/4/2020 11:30:49 PM Lt i ity il

Note: Browsers such as Microsoft Edge, Google Chrome, and Opera inherit PAC file configuration f rom

Internet Explorer on Windows machines. However, Mozilla Firefox requires a separate configuration .To
distribute a PAC file URL to Firefox browsers using GPOs, refer to the  Mozilla documentation .

Step 5. To disable automatic configuration for the PAC file settings for end users, naviga te to User

Configuration > Policies > Administrative Templates > Windows Components > Internet
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Explorer . From the Internet Explorer folder, double-click
Configuration settings. In the pop up window, select

Enabled and click OK.

Disable changing Automatic

e E TN

i Group Po W B Group Pty Marvicpermant Ects
iy % o Py M St
-r& File Actien  View Help
- . | Hw = BT

b ]
s [ Bemnchbmployee
+ &) Domain Controber

w 7] Windewns Companunts A

1 Add featuires to Wird)

v il HEmployee [ Agp runkime i
o Umnielia 15 Policy 171 Agplicatinn Compstit g
4 1 Group Paficy Objects 1) tatachment Manager

Setfing gk
|1} Diseble changsg aceessibility settings
B Dissnle changing Automatic Configuratian seitings

» Loy WMIFitbers 1 AutoMay Pobics

3 3 Setes GPOW 1] Cloud Comtent & Disable ch
L Sites [ Credental User Intes) =
7] Daka Coliction and | B

M Group Policy Modekeg
[ Gerup Policy Resaults L Desktop Gadgets

» [ Desktap Windew M,

1] Digtal Lockn:
1 Edge i @ frabie
3 [T Fila Explarer
I FieSevoration || Embled
= e

7] tvtant Search.
+ | intemes Exglorer
1 Logabon and Seased DFEANS
3 |7 Mcrazoft Mamsgen

3 Mot Configueed  Comment:

Supperted o

Atlerst Internet Fapleeer 50 o 1

Hemi

© [ Wacrosoft User Expef
5 7] Mulbuting
L] Metwork Sharng
[ Presentztion Setteg|

<
54 seltingls)

| This setting specfies to autometically detect the proxy server
| settings 16 the Inbwrrt and i

| Explosr, Thes sotiing specities that Inbernet esplores use the

| configuration settings provided in & file by the system
adrninistratcr.

| If you ensbie this policy setting, the user wil not be sble to do
| auburmstic cemfigaration. You can impart ye curenl

i g meching uzng
| Mainterance under fdmin Ternplates: using group policy editor,

| If you dissble or do no configure this peicy sstting, the user vl
| have the. i ! ing

Step 6.

On the same window, find Prevent changing proxy settings

and double-click on it . In the pop

up window, select Enabled and click OK. This will ensure that the end user is not able to

change their proxy settings.

i S Fobey Mansgement
Jm File  Achen  View Wiedow Help

e 2imXa Hm

ficy Manegement Ezitur

124 Geoup Polganted i ey
~ AR ¢ Bt
v i Doga T Fie Action  View Help
vﬁm PO
% Detault Demain Pelicy

5 (2] BranchEmphopee L
5 (&1 Dormem Conbrollers 21 e Fetures b Wind:
e (] HQEmployee 7 App runtime

) Applieation Cempatie

it Umbrelia 546 Paficy.
1 Attechment Manager

~ | Viindows Companents & _
Frevent changing proxy settings  Setting "

Edit pialicy sitting

12 Prevers chenging prosy settings
== Disable charging ratings settngs

+ i Group Pabicy Objects.
» o WMEFikers
3 3 Startes GPOs

i e

i Grewp Policy Madeling

T2 Group Policy Fesutts

1 AutoPlay Folicies B
=1 Cloud Cantent A
1 Credentisl User Interfz
1 ba Cotectionands |2
7 Deskiop Gedgets c
3 1 Desitop Window Mer:
T Digital Leckis [
2 Edge Ul L
5 7 File Explorer F
T Fée Revotatan I
o M F
1 Instant Search [
+ L Inbernet Bxplorer

1 Locstion and Sersors

Optiors:

) Not Corfigured
) Insbied
O Dsabled

[ Frevent changing praxy settings

Suppaitsd an:

Comment: ‘

& Prevert chenging prowy settings =] b

Previcus Setting | | MestSetting

At Inberne Beplores 340

Felpe

» T Microseft Manacy
+ 1 Mhicrosoft User Experie
5 T Methleeting
T Mebwerk Sharing
21 Presertation Settings
3 »

34 settingds|

Thiz palicy setting specifes if @ user can change prowy sestings.

I you enable this peicy setting, the user will ot be able to
canfiqure prasy settings.

I you dizable ar da not zcevfigure this pofey setting the user can
canfigure prosy sedings,

Step 7.
tab and clicking on LAN settings .
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& Internet Properties A=

| General | security | Privacy | content | Connections | programs | Advanced

To set up an Internet connection, dick

Setup.

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
[¥]Use automatic configuration script

Address \hﬂm=ﬂpr0xv-pmd-pacswg-umbrellé

Proxy server

0 Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: ‘ | Port: ‘80

Advanced

["IBypass proxy server for local addresses

o Some gettings are managed by your system administrator.

oK | | Cancel Apply
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Procedure 7. Set up the IPSec Tunnel for Guest network

Navigate to Deployments > Core Identities > Network Tunnels and click on Add to add a

Step 1.
tunnel for HQ site. Add a meaningful Tunnel Name , select Device Type as ISR and click on

SAVE.

Depioyments | Core Identities

nmim
asco Network Tunnels o

To create a tunnel, you must choose a Tunnel ID and Passphrase. A unique set of credentials must be used for each tunnel. For more information, see Network Tunnal

Configuration

Add New Tunnel

Tunnel Name

SafeGuestNetwork

Device Type

ISR

Provide a Tunnel ID and Passphrase . Click on SAVE and make sure you copy and keep a note
of the tunnel ID and passphrase.

Set Tunnel ID and Passphrase

To add a tunnel so that you can configure your firewall, you need a Tunnel ID and
Passphrase. For more information, see Netwark Tunnel Configuration »

Tunnel ID

| safehqtunnet

Passphrase

® 6-s

Confirm Passphrase

Step 3.  To Configure the IPSec tunnel on ISR, we will require the following details.

Choose an Umbrella DC IP address from the list.
Tunnel ID and passphrase from the configuration in Step 1.
Login to the ISR router and configure the VPN tunnel, a sample configuration is as below.

Note: Refer to the Umbrella documentation for more details on supported IPSec parameters and cipher

configuration.
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Cisco ISR tunnel configuration from HQ site (sanitized):

crypto ikev2 proposal umbrella
encryption aes-gcm-256
integrity sha256

group 19 20

!

crypto ikev2 policy umbrella

proposal umbrella

match address local <INTERNET-FACING-INTERFACE-PUBLICIP>

|
crypto ikev2 keyring umbrella

peer umbrella

address <UMBRELLA-DC-IP>

pre-shared-key <PASSPHRASE>
!
crypto ikev2 profile umbrella
match identity remote address 146.112.64.0 255.255.192.0
identity local email <TUNNEL-ID>
authentication remote pre-share

authentication local pre-share

keyring local umbrella

dpd 10 2 periodic
!
crypto ipsec transform-set umbrella esp-aes 256 esp-sha-hmac
mode tunnel

!
crypto ipsec profile umbrella

set transform-set umbrella

set ikev2-profile umbrella

!
interface Tunnell

ip unnumbered <INTERNET-FACING-INTERFACE>
tunnel source <INTERNET-FACING-INTERFACE>
tunnel mode ipsec ipv4

tunnel destination <UMBRELLA-DC-IP>

tunnel protection ipsec profile umbrella

!

ip access-list extended To_Umbrella

permit ip <LAN-SUBNET>0.0.0.255 any

!

route-map umbrella-routemap permit 10

match ip address To_Umbrella
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set interface Tunnell
!
interface <LAN-INETRFACE>

ip policy route-map umbrella-routemap

Step 4.  Once the configuration is completed, run the command  show crypto session detail  to see the
status of the tunnel. The tunnel status will be seen as  UP-ACTIVE and if there is any active
traffic then inbound and outbound packet counters will start incrementing.

Step 5. Login to the Umbrella dashboard and navigate to  Deployment > Core Identities > Network
Tunnels , if everything is configured correctly then the  Tunnel Status will be seen as Active .

twork Tunnels e O

SateHITunnal 15k & Active _ Palo Afto, GA = US _E:quli:'u:d Just Now
Branch
Direct Internet Access (DIA) is a component of the Cisco SD-WAN architecture in which certain Internet-bound
traffic or public cloud traffic from the branch can be routed directly to the Internet, thereby byp assing the
latency of tunneling Internet-bound traffic to a central site.
For lab testing purposes, a private SD-WAN environment consisting of vManage, vBond , vSmart and a single
vEdge were used following the procedure inthe  Cisco SD-WAN End-to-End Deployment Guide . The resulting
configuration for each entity can be found in Appendix B. For establishing a tunnel to Umbrella SIG with a

device other than vEdge, see network tunnel configuration . Additionally, an example of building a manual tunnel
with a Cisco ISR device can be found in the HQ identity section.

The pre-requisites to this setup are:

© 2021 Cisco and/or its affiliates. All rights reserved. Page 53 of 120


https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/SD-WAN-End-to-End-Deployment-Guide.pdf
https://docs.umbrella.com/umbrella-user-guide/docs/tunnels

vEdge has access to the Umbrella SIG data center public IP addresses, to which the tunnel will connect
For the latest Umbrella SIG DC locations and their IPs, see Cisco Umbrella Data Centers

All Viptela devices must be running at least version 20.3.1. If using a cEdge device, a nd, if you require
tunnel automation and DNS device integration, use a minimum of version 17.3.1.

An Umbrella organization ID. See FEind Your Organization ID

A valid Cisco Umbrella SIG Essentials subscription or a free SIG trial

Allow ports on any upstream device: UDP ports 500 and 4500

The DNS service on the Transport side must be able to resolve management.api.umbrella.com

In a previous section we established that our branch will consist of a single network identity and a network
tunnel.

Establish a tunnel between vEdge and Umbrella SIG

Cisco Umbrella auto tunnel support on SD-WAN-enabled WAN Edge routers enables redirection of Si G traffic
to the nearest Umbrella Data Center. Auto tunnel supports:

WAN Edge routers (ISR4K/1K, CSR1000v, ISRv, VEdge)

For all other routers, they must support a security K9 license to establish an IPsec tunnel a nd must be
configured manually. This guide was tested using Viptela 20.3.1. For more tunnel configur ation details see
Network Tunnel Configuration .

Procedure 1. Enable NAT on vEdge device

Step 1. InvManage, navigate to Configuration > Templates

Configuration

TLS/SSL Proxy
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Step 1. Inthe Feature tab, click edit on the VPN 0 interface template (VPN 0 needs WAN connectivity).

Cisco vManage

[H €3 CONFIGURATION | TEMPLATES

Device  Feature

- 0o
B TepbEp| ek - [ Q. S Gt ~ Tota Rows: 0

L umb s vedge  umbrel vEdge Cloud admin

WAN Edge System

WAN Edge VPN

Step 2.  Click NAT. The screen scrolls to the NAT section.

Cisco vManage

TRl £ CONFIGURATION | TEMPLATES

=l
Device Feature
1=
Feature Template - VPN Interface Ethernet -~ vpnO_interface_template_vedge
o
Device Type vEdge Cloud
8
- Template Name
it
Description vpnil_interface_template_vedge
an
m
Basic Configuration Tunnel VRRP ACL/QoS ARP 802.1X Advanced

Step 3.  Click the blue arrow ( Default ), and change to Global . Enable NAT by clicking the On radio
button. Update the feature template. If the feature template is attached to a device, follow
screen prompts to push updates to the devices.

& Global
Refresh Mode -
= Device Specific >
& Default
1 an NAT flaw rreatinne nr delotinne oy L i PSS
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Procedure 2. Configure SIG template

Step 1. InvManage, navigate to Configuration > Templates > Feature > Add Template

Cisco vManage

£X CONFIGURATION | TEMPLATES

Device Feature

Tamnlata Tuna Non-Default Q

Step 2.  Type vEdge Cloud in the search bar and click to open the template options for vEdge.

[Tl & CONFIGURATION | TEMPLATES

e Feature

Feature Template - Add Template

L]
QY Select Devices Select Template
“Ecq
] BASIC INFORMATION
- vEdge Cloud
AAA Archive BFD
o
NTP OMP Security
System
Secure Internet Gateway (SIG) VPN Interface Bridge
VPN
wan AN
VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
WAN Management| WAN |LAN WAN
VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
WanN WAN WAN

Step 3.  Under VPN, select Cisco Secure Internet Gateway (SIG).

Step 4. Add a meaningful name to both Template Name and Description .
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X CONFIGURATION | TEMPLATES

Device Feature

Feature Template Add Template Secure Internet Gateway (SIG)

Device Type vEdge Cloud
Template Name test-lab-sig-template
Description test-lab-sig-template

Step 5. Under Configuration, click Add Tunnel.
Interface Name: ipsecl
Source Interface: ge0/0 (for non vEdge devices, refer to documentation for interface name)

Data-Center: Primary

56 Provider  (8) Imbralia

[CFE=E)
Basic Seftings
Tumnal Type Proc
Interlace Mame (1..255) & | st
Description 9-
Source Interface @ | el
Dita-Cantir ® primary (O} secondary

Advanced Optlons 3

Bl o

Step 6. Click add .

Step 7.  Create a backup tunnel by repeating steps 5 and 6 with the following.
Interface Name: ipsec2
Source Interface: ge0/0

Data-Center: Secondary

=0 Provider (@) (inbrelia

T T T T N S L
Ipsect & a0 Prirry & | N & 1 & 1o s on

Mo & 1am & P |

e

[ L el
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Step 8.  Under High Availability , add ipsecl as active tunnel and ipsec2 as backup tunnel. Click save.

Active Backup

Procedure 3. Configure SIG credentials

Step 1.  Take note of your Umbrella organization ID. For a reminder, see  Eind Your Organization ID .

Overview

&« C {y @ nhups://dashboard.umbrella.com

Step 2.  In Umbrella, navigate to Admin > API Keys .

Cisco Umbrella

Overview

De

Pao

Reporting

Admin
Accounts
User Roles
Log Management
Authentication
Bypass Users

Bypass Codes

APl Keys

Step 3. If an Umbrella Management API key already exists, take note of the key and secret value.
NOTE: the secret will not be displayed, it must be stored somewhere when first created.

Step 4. If an Umbrella Management API key does not exist, click create .

e iy KH Keygn -uq
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Step 5.  Click the Umbrella Management radio button. Click create .

What should this APl do?

Choose the API that you would like to use

(O Umbrella Network Devices
Integrate Umbrella-enabled hardware with your organization's networks. This also enables you to create, update, list, and delete identities in Umbrella.

) You can only generate one token. Refresh your current token to get a new token.

(O  Legacy Network Devices

A Network Devices token enables hardware network devices such as Cisco Wireless Lan Controllers and Cisco Integrated Services Routers 4000 series to
integrate with Umbrella.

©» You can only generate one token. Refresh your current token to get a new token.

() Umbrella Reporting
Enables APl access to query for Security Events and traffic to specific Destinations

&% You can only generate one token. Refresh your current token to get a new token.

® Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management AP|

Step 6. Take note of Your Key and Your Secret ,check 7R NHHS LW MaHd-ted Eliek close .
NOTE: Umbrella will not remind you of Your Secret, so make sure its stored somewhere secure
before clicking close.

Key: Created:
Umbrella Management o e e - c o
fédc2d51163248¢39f487a8ba%a6822f Oct 1, 2020

The API Key and secret pair enable you to manage the deployment for your different organizations. This includes the management of networks, roaming clients
and other core-identity types.

Your Key: f6dc2d51163248c39f487a8ba9a6822f (7]

Your Secret: 74l

To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick
this box to acknowledge this.

Check out the documentation for step by step instructions.

DELETE REFRESH CLOSE

Step 7. In vManage, navigate to Configuration > Templates > Feature > Add Template.
Step 8.  Type vEdge Cloud in the search bar and click to open the template options for vEdge.
Step 9.  Under Other Templates , click SIG Credentials .
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Cisco vManage

[l © CONFIGURATION | TEMPLATES

_ Device  Featurs
Feature Template ~ Add Template
o
a2 Select Devices
yoms VPN Interface Cellular VPN Interface Ethemet VPN Interface GRE
vEdge Clo
= WAN Management| WAN |LAN WAN
vEdge Cloud
VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
= waN wAN wan
VPN interface PPP Ethemet
wAN
OTHER TEMPLATES
BGP Bridge
Banner
WAN|LAN LAN
DHCP Server IGMP
Logging
LAN LAN
OSPF PIM
Multicast
WAN|LAN LAN
SIG Credentials SNMP

Step 10. Add a meaningful name to both Template Name and Description

£X CONFIGURATION | TEMPLATES

Device Feature
Feature Template - SIG Credentials - umbrella_sig_credentials_vedge
Device Type vEdge Cloud

Template Name

Description umbreila_sig_credentials_vedge

Step 11.

Enter the Organization ID , Registration Key , and Secret generated in the beginning of this
procedure. Click Save.

516 Pravidar (@) wbrets

Organization I O« i
Registration Key

* | 35alBeafiScTAISFMRd 2000l o

Sacrat

Get Keys
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Procedure 4. Attach SIG feature templates to device

Step 1. InvManage, navigate to Configuration > Templates > Device  and edit the template that
belongs to the vEdge you wish to establish a tunnel.

Ffl & CONFIGURATION | TEMPLATES

Device  Feature

g 00
a Template Type | Menleies = Q Search Optians ~ Total Rows: 1
o vedge_device_template vedge_device_template Feature wEdge Cloud 14 1

admin 18 Aug 2020 524:11 PMPOT in Sync

Edit
View
Delete

Step 2.  Under Transport & Management > Additional VPN 0 Templates

, click Secure Internet
Gateway .

Transpart & Management VPN

T e —————— -

Additional VPN 0 Templates
& pee
spnllnterisce_ terplvie_serige - @ o o5
O Sroure njerie) Galsway
© VPN Intarfaca
© VPN linterface Collutar
© VPN interlsce GRE

VPN Interface

© VPN intarface IPaec
© VPN intarface PPP

Step 3.  Click the Secure Internet Gatway drop-down menu and choose the SIG feature template that

was created in the previous step.

Transport & Management VPN

VPND*

vpn0_template_vedge -
Secure Internet Gateway M ehomse.. -~ @
ol s enpe. et | .
VPN Interface
KL ) =
VPN 512+ ;
Create Temgplate View Template
VPN Interface w17 interfane tamnlate verdne
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Step 4.  Scroll down to Additional Templates , click SIG Credentials drop-down menu and choose the
SIG credentials feature template that was created in the previous step. Click update and push
changes to the devices.

Additional Templates

Banner Choose_. *
Policy Choose... v
SNMP Choose... -
Security Policy ' sig_test_palicy "
SIG Credentials * | Choose.. >
umbrella_sig_credentials_vedge by dentials vedge [

Procedure 5. Re-direct traffic through tunnel

This procedure also applies to existing VPN configuration for data traffic that exis t on the vEdge. In this
example, an assumption has been made that no VPN templates have yet been created to handle data.

Step 1. InvManage, navigate to Configuration > Templates > Feature > Add Template
Step 2. Under Select Devices , choose vEdge-Cloud .

Step 3.  Under VPN, click VPN.

Secure Internet Gateway (SIG) VER VPN Interface Bridge
WAN LAN
VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
WAN Management | WAN |LAN WAN
VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
WAN WAN WAN

VPN Interface PPP Ethernet

WAN
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Step 4. Add a meaningful name to both Template Name and Description.

Cisco vManage

£X CONFIGURATION | TEMPLATES

Device Feature

Feature Template -~ VPN - vpnl_template_vedge

Device Type vEdge Cloud
Template Name
Description vpnl_template_vedge

Step 5. Under Basic Configuration , assign a VPN value. 1 was used for this test, but any value other
than 0 and 512 will work.

Hama e
Enhance ECMP Keying [ on & oif
Enabla TCP Optimézation o- on ® off

Step 6. Ensure Primary DNS Address (IPv4) is setto Default (blue tick) as DNS redirection has already
been setup in previous steps.

Primary DNS Address [IPve) o~

Step 7.  Under Service Route , click New Service Route .

© Now Service Route

Step 8.  SIG will be chosen by default. Add 0.0.0.0/0to  Prefix to route all traffic through SIG. Click Add.

Step 9. At bottom of screen, click Save.

Step 10. InvManage, navigate to Configuration > Templates > Feature > Add Template
Step 11. Under Select Devices , choose vEdge-Cloud .

Step 12. Under VPN, click VPN Interface Ethernet
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VPN Interface Bridge

Secure Internet Gateway (SIG)
VPN
WAN LAN
VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
WAN Management] WAN |LAN WAN

VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
WAN WAN WAN

VPN Interface PPP Ethernet

WAN
Step 13. Add a meaningful name to both Template Name and Description.
Cisco vManage

# CONFIGURATION | TEMPLATES

Device Feature

Feature Template - VPN Interface Ethernet - vpnl_interface_template

Device Type vEdge Cloud

Template Name

Description vpnl_interface_template

Step 14. Under Basic Configuration , set Shutdown to No and provide the devices Interface Name for

data traffic. For testing purposes, ge0/2 was used on the vEdge.

CONFIGURATION

Shutdown & ~ Yes @® No
Interface Name &~ | gets2
&~

Description

, change IPv4 Address to Device Specific and change the

Step 15. Staying under Basic Configuration
(or whatever VPN number you chose).

variable name to vpnl_if ipv4_address
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O Dynamic @ Static

IPv4 Address Fiw . f ipv4_address
Secondary IP Address (Maximum: 4) © Add
DHCP Helper S~

Step 16. Click Save.

Step 17. In vManage, navigate to Configuration > Templates > Device  and edit the vEdge template.

Cisco vManage

£ CONFIGURATION | TEMPLATES

B Device  Featue
© Create Template ~ e e
o
Wond Total Rows: 1
- TorplataTyps | Merteen - | | O See v otal
tY
N T [ = T [ ) T T
o vedge_device_temptate vedge_device_tsmplate Feature vEdge Cloud " 1 sdmin 19 Aug 2020 5:24:11 PMPDT In Sync
2 Edit
View
L] Delete

Step 18. Click Service VPN > Add VPN . Select the VPN template from the previous step from the
available list to the selected list. Click Next.

) selectvens

Select one or more Service VPNs to add. 1 items Selected
Q v Q -
D Template Name D Template Name
4c2939c4-25bd-4372-8ffc-b912b2ddd042 vpn1_template_vedge
3

Step 19. Click Additional VPN Templates > VPN Interface . Choose the VPN interface template that was
created to handle data traffic. Click Add.

& selectvPNs © select sub-Templates

Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates

BGP
IGMP

VPN Interface S — . « ©  © Sub-Templates ¥

Multicast

OSPF

PIM

VPN Interface

VPN Interface Bridge
VPN Interface GRE
VPN Interface IPsec

0000000000

VPN Interface Natpool

Step 20. Click Update .
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Step 21. Enter a value for IPv4 Address(vpnl_if ipv4_address) . NOTE: name will differ depending on
value entered in step 15. This is the IP address of the routing interface for data traffic. Click
next and Configure Devices

Cisco vManage

£ CONFIGURATION | TEMPLATES

Dovies Tamplata vedge._device termplate

00

Total Rows: 1

e T N Y

[ el

Procedure 6. Check tunnels have been established

Step 1. In Umbrella, navigate to Deployments > Core Identities > Network Tunnels

Cisco Umbrella

Cverview

Deployments

Core Identltdes

MNetworks

MNetwork Devices

Roaming Computers

Mobile Devices

Chromebook Users

Network Tunnels

Step 2.  If tunnels successfully established, you should see both the primary and backup tunnel in an
active state.

Tunnel Name W Device Type Tunnel Status Tunnel ID Data Center Location Device Public IP I Last Active
SITE1SYS3x1x1x1IFipsec Viptela vEdge @ Active cl4ec9dc-a044-45b1... Los Angeles, Californi... _ Established Just Now
SITE1SYS3X1X1x1IFIpsec2  vipela vEdge @ Active f77626ab-fedb-4ae0-...  Las Angeles, Californl... _ Established Just Now

The tunnel names that are given do have significance. The string consists of the site name, system ip and
interface of the device that this tunnel has been established with. To rename these tunnels, continue to step 3

Step 3.  To rename the tunnels, click the ellipsis and choose edit.

Step 4. Update Tunnel Name and click Save.
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< NETWORK TUNNELS

Network Tunnel Details

Tunnel Name

‘ SD-WAN-CVD-TESTLAB-IPSEC1
@ Tunnel Nar

cepted

Device Type

Viptela V Edge
Device Authentication

Tunnel ID: c14ec9dc-a044-45b1-9a3b-d159dad 11044.v1@2218226-461830126-umbrella.com Aug 17, 2020 at 8:18 AM UPDATE TUNNEL ID UPDATE PASSPHRASE

1 Total

DELETE | CANCEL ‘m

These tunnels will be used as the identity when creating firewall and web policies for the branch in later
sections.

Adding a network device identity to Umbrella

For cases in which a tunnel is not desired, a network identity can be added to Umbrella for the mat ching against
DNS policies only. Umbrella does have the capability to send DNS traffic over an IPSec tunnel, however, t his
example shows how to create the network identity without it.

Procedure 1. Generate API keys in Umbrella

Step 1. In Umbrella, navigate to Admin > API Keys .

Cisco Umbrella

Overview

Reporting

Admin

Accounts

User Roles

Log Management

Authentication

Bypass Users

Bypass Codes

APl Keys
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Step 2. If an Umbrella Network Devices  API key already exists, take note of the key and secret value.
NOTE: the secret will not be displayed, it must be stored somewhere when first created.

Step 3.  If an Umbrella Network Devices  API key does not exist, click create .
Step 4. Click the Umbrella Network Devices radio button. Click create .

Step 5. Take note of Your Key and Your Secret , check To keep it secure «, and then click close .
NOTE: Umbrella will not remind you of Your Secret, so make sure its stored somewhere
secure before clicking close.
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Procedure 2. Configure Cisco Umbrella Registration in vManage

Step 1. InvManage, select Configuration > Security

Step 1.  Click Custom Options and select Umbrella Registration
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Step 2.  In the Manage Umbrella Registration dialog box, enter your  Organization ID , Registration Key
and Secret . Click save.

Procedure 3. Optional: Create a domain bypass list
Step 1. InvManage, select Configuration > Security

Step 2.  Click Custom Options > Lists
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Step 3.  Click Domain > New Domain List to create a new domain list or edit an existing list using the
pencil icon on the right side of the entry.

Step 4. Enter the Domain List Name , Add Domain , and click Add to create the list.

Procedure 4. Configure DNS Policy in vManage

Step 1. InvManage, select Configuration > Security > Add Security Policy
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Step 2. Choose Direct Internet Access . Click proceed .

Step 3.  Click next until you reach DNS Security tab.

Step 4. Click Add DNS Security Policy and choose Create new .
Step 5.  Fillin the required fields and click Save DNS Security Policy
Enter a meaningful policy name in the Policy Name field.

Check that Umbrella Registration Status  has been configured. If not, revisit Procedure 2 above
as the details you entered may have been incorrect.

Click Match All VPN radio button.
Add the Local Domain Bypass List from the previous step if applicable. Otherwise leave blank.

Click Advanced tab to enable or disabled DNSCrypt. It is enabled by default.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 72 of 120



Step 6.  Click next until the policy summary tab. Give the policy a meaningful name and click Save
Policy .

Procedure 5. Attach DNS Umbrella Policy to Device template

Step 1. InvManage, select Configuration > Templates
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Step 2. In the Device tab, edit the vEdge template that attaches to the vEdge(s) you wish to integrate
with Umbrella. This template should have been created as part of pre-requisites mentioned
earlier .

Step 3.  Click Additional Templates . The screen scrolls to the Additional Templates  section.

Step 4.  Click Security Policy drop-down list and choose the name of the Umbrella DNS Security Policy
you configured above. Click update and push policy to devices.

Step 5. On Umbrella, navigate to Deployments > Core Identities > Network Devices . If deployment was
successful, WKH GHYLFH DQG LWV DFWLYH 9319V ZLOO EH VKRZQ 7KLV LG
policies in later sections of this document.
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Step 6.  On a the client device that has a route to SIG ping welcome.umbrella.com . A successful response
will result in DNS logs appearing in the Umbrella dashboard.

Roaming Computers

For the roaming users on public networks, we have a Cisco ASA running as VPN headend at the HQ sit e. This
guide assumes that roaming users already use Anyconnect VPN mobility client to connect to the HQ site. We
will configure the Cisco AnyConnect on the ASA headend to enable Umbrella Roaming Security modul e. The
AnyConnect software is included with the Umbrella SIG Essential package. This includes DNS and SWG
protections. VPN functionality is licensed separately.

The AnyConnect Umbrella module installs two agents on the localhost, AnyConnect Umbrella Roaming Security
Agent and Cisco AnyConnect SWG Agent. The Roaming Security Agent enforces security at the DNS layer to

block malware, phishing, and command and control callbacks over any port. The IP Layer Enforcement feature

of Umbrella Roaming agent can also block IP to IP communication. The SWG Agent enforces security at t he URL
layer, to provide security and visibility for web traffic.
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Procedure 1. Anyconnect Roaming Client Settings

Step 1. Navigate to Deployments > Core Identities > Roaming Computers and click Settings . Enable
Active Directory under General Settings .

Note: Refer to the Umbrella documentation for detailed information Roaming Computer Settings.

Note: SAML is not supported for Roaming users at the time of writing of this guide. To be able to use AD

usernames and groups as identities, roaming users must be part of the domain (user information on non-
domain and BYOD devices are not reported to the dashboard). The AD connector and script needs to be
installed to leverage AD user and group. We already performed this step in a previous section of this

document (Setting up the identities > Headquarters > Procedure 4). For more information on identity
support for Roaming users, refer to the Umbrella documentation .

Step 2.  Switch to Anyconnect Roaming Client  tab on the same page, enable Secure Web Gateway
option.
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Step 3. Navigate to Deployments > Roaming Computers  and click on Roaming Client on the top right
hand side. Under AnyConnect Umbrella Roaming Security Module , click Download Module
Profile to download the Orginfo.json file. Move this file to the VPN hea GHQG $6%$-V IODVK GULYF
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Procedure 2. Update the ASA Configuration
Step 1. Log into the ASDM and navigate to Configuration > Remote Access VPN > Network (Client)
Access > AnyConnect Client Profile  and click on Add. Map the Orglnfo.json profile to
URDPLQJ BMipPolty .

Step 2.  Navigate to Configuration > Remote Access VPN > Network (Client) Access > Group Policy
andselect WKH URDPLQJ XVHU - \add h&t$ BR@llaFiunder Optional Client
Modules to Download. Under Client Profiles to Download, = make sure that the Umbrella profile

that we created in Step 1 shows up. Save the changes on ASA.

Cisco ASA Anyconnect Roaming Client configuration from HQ site:
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webvpn
anyconnect profiles roaminguser-umbrella disk0:/Orginfo.json
!
group-policy roaminguser_policy attributes
webvpn
anyconnect modules value umbrella
anyconnect profiles value roaminguser-umbrella type umbrella
!
Procedure 3. Verify the Roaming user status

Step 1. Launch the Anyconnect VPN client and connect to the VPN headend. End user will be
provisioned with the newly set up Umbrella Roaming client. Disconnect after the successful
install and connection.

Step 2. Roaming Security module shows {8PEUHOOD L®licR &nthe gd4r icon icon and select
Roaming Security option from the sidebar. Message History tab shows the connection events.
7KH HY HQYdua@rR grotected by secure web gateway M FRQILUPVY WKDW WKH URDPLQJ
properly set up.

Step 3. Navigate to Deployments > Roaming Computers . The newly registered roaming user should
show up in the list. Click on the Identity Name to see the detailed configuration for a specific
user.
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DNS Policies

Setting up the policies
Step 1. Navigate to Policies > Management > DNS Policies  and click Add .

Step 2.  Disable Access Control > Application control for DNS policies. Application control requires
SSL inspection to be enabled, which for a SIG deployment will be covered in web policies and
should not be duplicated here. The only thing kept active is the Security Category Blocking,
which blocks access to malicious domains. Selecting an option here makes that component
available for configuration in the Policy wizard's later steps.
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Step 3. Expand Advanced Settings , disable the intelligent proxy and click next. For SIG deployments,
the intelligent proxy is disabled as this module is separate from the web proxy.

Note: When creating a policy you may come across a screen (see below) that does not allow you to
toggle the intelligent proxy in this step. If this occurs, disable the intelligent proxy at the very last step of
policy creation, during the summary screen.
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Step 4. Choose the identities to be protected. Top- OHYHO JURXSV OLNH "$00 QHWZRUNVu DQ
&RPSXWHUVHu DUH VSHFLDO EHFD XYV thew idéhiiti€s\ DiBDredomDénded toQ KH U L
utilize these top level identities, and create more granular control using firewall and web
policies. Click next .

Step 5. Under the Select Setting drop-down, click add new setting . Any changes made to the default
setting will result in new policies inheriting the changes and leaves room for error. Make sure to
give a meaningful name to the policy for easy referencing.
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Step 6. Choose the categories to block using DNS. It is recommended to enable all of these by default
for maximum protections.
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Step 7. Click next on the block page settings unless you have reason to change the default. To create
a custom block page see customize block pages .

Step 8.  Assign a Policy Name , verify the settings ( ensure intelligent proxy is disabled ), and click
save.
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Step 9.  Test the policy. On a client device that will be assigned to the identity created in the policy
above, navigate to any web page in the browser. For the purposes of this test, a Ubuntu device
was used, connected to SIG via the vedge router in the branch network. In Umbrella, navigate
to Reporting > Core Reports > Activity Search . If the policy was assigned correctly, and
logging was enabled, all DNS traffic from that identity will be reported here.

Firewall Policies

Step 1. Navigate to Policies > Management > Firewall Policies and click on Add to add rules for
filtering TCP/UDP/ICMP traffic sourcing from HQ and Branch locations.

Step 2.  Provide a name and priority for the rule. For lab validation purposes, we are denying the DNS
traffic to all other providers except Cisco Umbrella Resolvers.
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Step 3.  Firewall policies will be processed from top to bottom against the traffic incoming fr om various
sources, only the DNS traffic destined to Umbrella resolvers will be allowed.

Web Policies

Step 1. Navigate to Policies > Management > Web Policies  and click Add .
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Step 2.  Choose which type of access control or threats to block. It is recommended to leave as default
to take advantage of all available features.
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Step 3.  Optional; Click Enable SAML authentication under Advanced Settings if you plan on applying
policy to groups within a top level network or tunnel identity. Click next . For more information
on SAML configuration refer back to the HQ identity section.

Step 4. Choose the identity to apply this policy to. Refer back to the Before You Start section on best
practices here. Click next.
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Step 5. Enable HTTPS inspection for maximum protection. Umbrella uses  Cisco Talos web reputation
plus other third-party feeds to determine if a URL is malicious. If it is not - and there is no other
administrative block configured in the Web policy that the URL would match - Umbrella SWG
retrieves the requested content from the webserver and scans it using an anti-virus (AV) engine
including Cisco AMP file reputation. Additionally, HTTPS inspection must be enab  led to enforce
application settings and file type control. You must also install a CA root certificat ein all
browsers. For more information, see manage certificates .

Step 6.  Optional: Add selective decryption. Categories selected in this list will not undergo SSL
decryption. Umbrella provides popular options to enable. A full list can be found in st ep 11
below. Click next on HTTPS inspection page.
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Step 7. Click next to continue with the default security settings. All traffic that falls into these
categories will be enforced through the web proxy.
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Step 8.  Choose which application content will be restricted. By default, Umbrella policy enforcement
works on the principle of implicit allow. Meaning, if something is not explicitly blocked, such as
a security threat category match or a destination block list match, Umbrella allows t he

transaction.

Tick the categories which your organization would like to block and click next . More information on each
category can be found here.

Step 9.  Configure Umbrella to allow identity access to only approved SaaS applications i n the cloud. An
example configuration for tenant control usage can be found in appendix C. For more
information see tenant controls . Click next .
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Step 10. Select specific applications you would like to block. This feature could be used to override a
block action from a content category. For example, all social media is blocked by the content
category, but your organization would like to open the use of Facebook. If deviating from
default, make sure to add a new setting and give it a reasonable name. Click save, and next .
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Step 11. Add a custom domain list to block if desired and click  next . By default we will leave blank. To
add a custom list see destination lists .
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Step 12. Enable File inspection . When File Inspection is enabled, Umbrella inspects inbound files for
malware using anti-virus signatures and Advanced Malware Protection (AMP) file repu tation
before files are downloaded.

Step 13. Optional: Enable Threat Grid . When Threat Grid Malware Analysis is enabled, files not blocked
through File Inspection and that are unknown to AMP file reputation may be submitted by
Umbrella to Threat Grid for malware analysis. This includes file types known to carry ma Iware or
be a conduit for malware, such as EXE and PDF files. For more information on Cisco Threat Grid

integration see manage file analysis .

Step 14. Choose file types to block. File Type Control enables you to block identities from downloading
specific file types. Users that attempt to download file types blocked by a policy will r eceive a
block page and be unable to download the file. This file control is separate from the AMP
reputation list. AMP blocks specific files based on threat reputation, file control p olicies will
block all files of a specified type, regardless of reputation. For more information go to managing
file type control . By default we will leave blank since AMP is already blocking files based on
Talos threat intelligence, however, to see fan example of file type control go to appendix D.

Click next.
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Step 15. Set block page appearance. Umbrella has its own default block page, although a custom pa ge
can be added to match your organization. To add a custom block page see customizing block
pages. Click next .

Step 16. Add a meaningful name to the policy and click  save.

Step 17. Test the policy. On a client device that will be assigned to the identity created in the policy
above, navigate Facebook (or any page that you may have blocked in your policy creation). For
the purposes of this test, a Ubuntu device was used, connected to SIG via the vedge router in
the branch network. In Umbrella, navigate to  Reporting > Core Reports > Activity Search . If
the policy was assigned correctly, and logging was enabled, all web traffic from that identity
will be reported here.
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Appendix
Appendix A: Duo Access Gateway for SAML Configuration
This section provides steps for configuring SAML Identities with Duo Access Gateway as ldenti ty Provider.

Step 1. Follow the Duo documentation for initial installation of Duo Access Gateway. After the initial
installation, log into the Duo Access Gateway portal (displaying the welcome message).

Note: Note down the Duo Access Gateway (SAML identity Provider) IP address and FQDN. We will need
it to exempt traffic destined to Identity provider IP address from being forwarded to Umbrell a Secure Web
Gateway. This is required to avoid any redirect loop during SAML authentication.

Step 2.  In the Duo Access Gateway admin console, click on  Authentication Source . Select the Active
Directory as Source type under Configure Sources section. Fill in the LDAP details for the
active directory server at HQ location. Follow the = Duo documentation for detailed description on
each of the prompted AD details. Click on  Save settings to complete the LDAP bind process.
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Step 3. Onthe same Authentication Source page, under Set Active Source section at the top, select
Active Directory from drop down menu and click on ~ Set Active Source

Step 4.  Switch to the Duo cloud admin panel, navigate to  Policies and click on New Policy under
Custom Policies . Enter a Policy Name , select allow access without 2FA  and click Create
Policy button .
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Step 5. Now navigate to Applications . Click on Protect an Application and search for Generic Service
Provider 2Duo Access Gateway . Add the following SAML service provider (Umbrella) details.

Service provider name 2 Any meaningful name

Entity ID - saml.gateway.id.swg.umbrella.com

Assertion Consumer Service - https://gateway.id.swg.umbrella.com/gw/auth/acs/response
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Step 6.  Scroll down and update Application policy under Policy section to point to custom policy that
we created in Step 4 (BypassMFA) to allow access without MFA. After adding the bypass
policy, click on Save configuration button.

Note: Follow the Duo documentation for further details on other options available for customizing the
SAML behavior.
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Step 7.  After saving changes, click on Download your configuration file option to download the Duo
JSON configuration file. Copy this file to Duo Access Gateway.

Step 8. GobacktoDuoAc FHVV *DWHZD\:-V FR Q\ARMd4dtioRsO.Urrthie Rd@ Application
section of the page and Browse the JSON configuration file downloaded and copied in ~ Step 7.
Click the Upload button after selecting the JSON file to finish adding the application.

Step 9.  After adding the application, click on  Download XML metadata to download XML
configuration.
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Step 10. Log into the Umbrella, navigate to Deployments > Configuration > SAML Configuration and
click on Add. Select Duo Security , click on Next.

Step 11. Select XML File Upload . You can download Umbrella metadata file and then click Next (We
ZRQ-W QHHG WKLV ILOH VLQFH ZH DOUHDG\ PDQXDOO\ DGBHG WKH 8P
details in Step 5 in this section).
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Step 12. On the Upload Metadata step, upload the XML metadata file we downloaded in ~ Step 9. Click
on Next to complete the SAML integration.

Step 13. From the Re-Authenticate Users drop-down list, choose how often Umbrella re-authenticates
users: Never, Daily, Weekly, or Monthly  and click SAVE. SAML integration is completed at this
point.

Step 14. Click on TEST CONFIGURATIONto verify the integration. Enter the AD credentials when
prompted (employee email address and password) and click on Log in . A successful login
confirms proper SAML integration with Umbrella.

Appendix B: Viptela Configuration Template Summary

For convenience, this section summarizes the configuratons used for the SD-WAN network, incl uding the

feature templates, device templates, and variable values for the SD-WAN devices in the example network. The
configuration shows elements that were added to the def DXOW :KHQ SHUIRUPLQJ D VK UXQ- RQ V
PD\ HQFRXQWHU PRUH FRQILIJXUDWLRQ HOHPHQWY VXFK DV TORJJLQJ- RU 7$%$$%
has been decided to only include the relevant configuration in this document.
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vManage

system
host-name vmanage
system-ip 1.11.1
site-id 255

sp-organization-name SBG
organization-name  SBG
vbond 10.0.0.2

ntp

server 10.16.255.1
vpn 512
version 4
exit

|

!

vpn 0

interface ethl

ip address 10.0.0.1/24
tunnel-interface
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https
!
no shutdown

!

vpn 512

interface ethO
ip address 10.30.1.51/24
no shutdown

|

ip route 0.0.0.0/0 10.30.1.1

vBond
system
host-name vbond
system-ip 1.11.2
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site-id 255
organization-name SBG
upgrade-confirm 15
vbond 10.0.0.2 local vbond-only
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
!
vpn O
interface ge0/0
ip address 10.0.0.2/24
ipv6 dhcp-client
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
no shutdown
|
1
vpn 512
interface ethO
ip address 10.30.1.52/24
ipv6 dhcp-client
no shutdown
!
ip route 0.0.0.0/0 10.30.1.1

vSmart

system

host-name vsmart
system-ip 1.1.13

© 2021 Cisco and/or its affiliates. All rights reserved. Page 105 of 120



site-id 255
organization-name  SBG
upgrade-confirm 15
vbond 10.0.0.2
!
vpn O
interface ethl
ip address 10.0.0.3/24
tunnel-interface
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
!
no shutdown
|
1
vpn 512
interface ethO
ip address 10.30.1.53/24
no shutdown
!
ip route 0.0.0.0/0 10.30.1.1

!

vEdge

Feature Templates

System

Template Name: system_template_vedge

Description: system_template vedge

Basic Configuration Site ID Global
System IP Device Specific system_system_ip
Hostname Device Specific system_host_name
Console Baud Rate (bps) Global 9600

VPN O
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Template Name: vpn0O_template_vedge

Description: vpn0_template_vedge

Basic Configuration

DNS

IPv4 Route

VPN 0 Interface

Template Name: vpnO_interface_template_vedge

Name

Primary DNS Address

Prefix
Gateway

Next Hop

Description: vpnO_interface_template_vedge

Basic Configuration

Tunnel

NAT

VPN 512

Shutdown

Interface Name

IPv4

IPv4 Address

Tunnel Interface

Color

NAT

Template Name: vpn512_template_vedge

Description: vpn512_template_vedge

Basic Configuration

DNS

VPN 512 Interface

Template Name: vpn512_interface_template_vedge

Description: vpn512_interface_template_vedge

Name

Primary DNS Address
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Global
Global
Default
Global
Radio Button

Global

Global

Device Specific
Radio Button
Device Specific
Global

Global

Global

Global
Global

Default

vpnO

0.0.0.0/0
Next Hop

10.0.0.254

vpnO_if_name

Static
vpnO_if_ip4_address
On

privatel

On

vpn512
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Basic Configuration Shutdown Global
Interface Name Device Specific vpn512_if _name
IPv4 Radio Button Static
IPv4 Address Device Specific vpn512_if_ip4_address
VPN 1

Template Name: vpnl_template_vedge

Description: vpnl_template_vedge

Basic Configuration Global
Name Default -
DNS Primary DNS Address Default -
Service Route Prefix Global 0.0.0.0/0
Service Default SIG

VPN 1 Interface
Template Name: vpnl_interface_template_vedge

Description: vpnl_interface_template_vedge

Basic Configuration Shutdown Global
Interface Name Global ge0/2
IPv4 Radio Button Static
IPv4 Address Device Specific vpnl_if_ip4_address
Umbrella SIG

Template Name: umbrella_sig_template_vedge

Description: umbrella_sig_template_vedge

Configuration SIG Provider Radio Button Umbrella
Configuration 2Add Tunnel  Tunnel Name Global ipsecl
Source Interface Global ge0/0
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SIG Tunnel Data Center Global
Configuration 2Add Tunnel  Tunnel Name Global
Source Interface Global
SIG Tunnel Data Center Global
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Primary
ipsec2
ge0/0

Secondary
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High Availability Active Global ipsecl
Backup Global ipsec2

Umbrella SIG Credentials

Template Name: umbrella_sig_credentials_vedge

Description: umbrella_sig_credentials_vedge

Basic Details SIG Provider Radio Button Umbrella
Organization ID Global <ORGID>
Registration Key Global <REGISTRATION KEY>
Secret Global <SECRET>

Device Templates
vEdge Cloud

Template Name: vedge_device_template

Description: vedge_device_template

Template Type Template Sub-Type Template Name

Basic Information System system_template_vedge
Transport & Management VPN O vpnO_template_edge
VPN
Secure Internet Gateway umbrella_sig_template_vedge
VPN Interface vpnO_interface_template_vedge
VPN 512 vpn512_template_vedge
VPN Interface vpn512_interface_vedge
Service VPN Add VPN VPN vpnl_template_vedge
VPN interface vpnl_interface_template_vedge
Additional Templates Security Policy sig_test_policy
SIG Credentials umbrella_sig_credentials_vedge
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CLI Configuration

system
host-name vedge
system-ip 3111
site-id 1

admin-tech-on-failure
no route-consistency-check
sp-organization-name SBG
organization-name SBG
console-baud-rate 9600
vbond 10.0.0.2
security
ipsec
authentication-type shal-hmac ah-shal-hmac
!
umbrella
orgid 2218226
api-key 648c3cedl1fe24e6fbh303eff04380b968
secret 0 c6fe4973defc41bf8b50ebdaa774c03f
dnscrypt
|
!
secure-internet-gateway
umbrella org-id 2218226

umbrella api-key 95a28aa685c7495f9d8d2abc1c9f9626
umbrella api-secret 89da7a27288e4052b5d15c0ebeObeb6d

!
vpn 0
name vpn0

service sig

ha-pairs interface-pair ipsecl active-interface-weight 1 ipsec2

backup-interface-weight 1
exit
exit
interface ge0/0
ip address 10.0.0.11/24
nat
!
tunnel-interface
encapsulation ipsec
color privatel

no allow-service bgp
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allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
no shutdown

!

interface ipsecl
ip unnumbered
tunnel-source-interface ge0/0
tunnel-destination  dynamic
tunnel-set secure-internet-gateway-umbrella
tunnel-dc-preference  primary-dc
ike
version 2
rekey 14400
cipher-suite aes256-cbc-shal
group 14
authentication-type

pre-shared-key-dynamic

|

ipsec

rekey 3600
replay-window 512
cipher-suite null-shal

perfect-forward-secrecy group-16
!
mtu 1400
no shutdown
!
interface ipsec2
ip unnumbered
tunnel-source-interface ge0/0
tunnel-destination ~ dynamic
tunnel-set secure-internet-gateway-umbrella

tunnel-dc-preference secondary-dc
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ike

version 2

rekey 14400

cipher-suite aes256-cbc-shal
group 14
authentication-type

pre-shared-key-dynamic

|

ipsec
rekey 3600
replay-window 512
cipher-suite null-shal

perfect-forward-secrecy group-16
!

mtu 1400

no shutdown

!

ip route 0.0.0.0/0 10.0.0.254

!

vpn 1

dns-redirect umbrella

interface ge0/2
ip address 10.0.0.253/24

no shutdown

ip service-route 0.0.0.0/0 vpn O service sig

I
vpn 512
name vpn512
interface ethO
ip address 10.30.1.64/24
no shutdown

Appendix C: Configuring Tenant Controls
This test case involves creating the tenant controls for Google G Suite to prevent users accessing accounts

outside of the company domain.

Procedure 1. Create the Tenant Control
In Umbrella, navigate to Policies > Policy Components > Tenant Controls

Step 1.
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Step 2.  Inthe top right corner, click Add.

Step 3.  Add a meaningful name to the policy and choose the cloud app or suite you wish to approve.
This test will cover Google G Suite. Click Google G Suite .

Step 4.  Enter the domain(s) that you wish to provide access to and click  Add . Save the policy.
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Procedure 2. Add Tenant Control to Web Policy

Step 1. In Umbrella, navigate to Policies > Management > Web Policies

Step 2.  Click the policy you wish to edit. For this test, the policy protecting the branch network will be
used.

Step 3.  Click Edit under Tenant Controls.
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Step 4.  Using the dropdown list, select the tenant control policy created in the previous step. Click Set
& return.

Procedure 3. Testing the policy

Step 1. On aclient device that will be assigned to the identity created in the policy above, navigate to
gmail.com. For the purposes of this test, a Ubuntu device was used, connected to SIG via the

vedge router in the branch network. If the policy was applied correctly, a block page will be
shown like below.

Appendix D: Configuring File Policies

This test case involves creating file policy to block users from downloading files with a .exe e xtension. This will
block all executable files regardless if it is harmful to the device.

Procedure 1. Apply File type control to Web Policy

Step 1. In Umbrella, navigate to Policies > Management > Web Policies
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Step 2.  Click the policy you wish to edit. For this test, the policy protecting the branch network will be
used.

Step 3.  Click Edit under File tye control.

Step 4. Choose the files you would like to be blocked. For this test exe files were chosen and will be
disabled from passing through SIG. Click Set & return. Click save.
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Procedure 2. Testing the policy

Step 1. On a client device that will be assigned to the identity created in the policy above, attempt to
download a file type that has been blocked in the policy. For the purposes of this test, a Ubuntu
device was used, connected to SIG via the vedge router in the branch network and we
attempted to download a .exe file. In Umbrella, navigate to Reporting > Core Reports >

Activity Search to ensure the policy was applied correctly and that the correct policy has been
matched.
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